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READINGS SUMMARY 
WEEK 2: ESTABLISHING CONTEXT/BUSINESS VULNERABILITY 

BUSINESS MODEL (OSTERWALDER, 2004) - PAGE 14-19 
- A business model is a representation of how a company buys and sells goods and services 

and earns money 
- Further → a business model is an abstract representation of the business logic of a 

company  
- Exact definition:  

o A business model is a conceptual tool that contains a set of elements and their 
relationships and allows expressing a company's logic of earning money.  

o It is a description of the value a company offers... 
o To one or several segments of customers and the architecture of the firm and its 

network of partners for creating, marketing and delivering this value and 
relationship capital, in order to generate profitable and sustainable revenue streams. 

- Strategy vs. business models: Address similar problems on different business layers 
- Step 1: Design Business Model, Step 2. Finance Business Model, Step 3. Implement Business 

Model  
o BMl is not a guarantee for success as it has to be implemented and managed 

- Three types of business model: 1. Abstract business model concept, 2. Operating business 
models (implemented), 3. Virtual business models (used for innovation or a guideline in 
change management) 

- BM functions as a conceptual link (‘glue’) between strategy, business organization & ICT 
- The ‘triangle’ created here & the BM are subject to external forces: Social environment, legal 

environment, competitive forces, customer demand, technological change 
o Tech: disruption, changes to BM 
o Competitive forces: Especially crucial when new dynamic competitors rapidly dispute 

their market position as an incumbent 
o Customer demand: Changes in consumption patterns, revenue increases and 

“fashion changes”  
o Social environment: Ethics, change in customer demand, social acceptance of tech 

adoption 
o Legal environment: New laws, new taxes 

- Lastly, ICT: Tech people should ask themselves how ICT can contribute to improving a 
company’s BM. What kind of ICT does a business need to implement BM?  

o Hardware, software, systems 

FRAMEWORK FOR INTEGRATED RISK MANAGEMENT (MILLER, 1992) 
- Risk defined as unpredictability in corporate outcome variables  

o Uncertainty relating to environmental and organisational variables increases risk  
- A firm’s strategy deals with the alignment of organisation to the environment  

General environmental uncertainty  
- Political/ government policy instability- changes in regulations/ political system e.g. war, 

trade restriction 
- Macroeconomic uncertainty - fluctuations in economic activity and prices e.g.  inflation, 

interest rates, terms of trade  
- Social uncertainty - beliefs, values, attitudes of population e.g. social unrest, riots 
- Natural uncertainties- natural phenomena that impacts economic output natural disaster  
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o Neo-institutional theory: foster development of similar practises and policies to 
comply with social requirements  

- Companies might not implement proactive strategies because: absence of clear protocol 
and regulation, uncertainty around quotas of GHG limits, subsides that will be allowed of 
preferential loans as ‘rewards’   

- Companies can adopt different strategies at different times depending on core assets/ 
activities; preliminary actions determine whether company will take wait and see or 
proactive approach → to wait for opportunities (e.g. new technology, price of CO2) → need 
to reassess position constantly  

- Balance policy, planning, operational, monitoring and management review requirements 
(ISO 14 001) which determines how to integrate reductive strategies in short term and long 
term 
 

WEEK 8: (TECHNOLOGICAL RISK) 

MANAGING THROUGH CYCLES OF TECHNOLOGICAL CHANGE (1991) 
- First finding: Series of cycles (of technological change), each stemming from a ‘massive’ 

discontinuity 
o Each discontinuity inaugurates a technology cycle, which consists of two phases 
o Phase 1: Era of ferment → where the two processes compete (includes substitution 

of old by the new, and design competition) 
o Phase 2: Era of incremental change → establishment of a dominant design (one that 

accounts for 50% or more of new product sales or process installations for 3 straight 
years)  

- Another key finding: the discontinuity can be competence-destroying, or competence-
enhancing 

o The newcomer only wins if the innovation is competency-destroying, since industry 
veterans are slower to grab onto it 

o In the case of competence-destroying innovations, the industry may split into two 
camps: adopters (go to new industry) and resistors (stay in old industry, where there 
is declining demand - like a recession) 

MANAGING INTERNATIONAL TECH. TRANSFER RISK (CANNICE, CHEN & DANIELS, 2003) 
How high-tech US manufacturers protect against competitive loss, when transferring tech to Asia. 

- Analysis of tech protection at the global production level 
- Internalisation theory: using wholly owned operations as means of protection 
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COURSE SUMMARY 
STEPS IN RISK ANALYSIS 

1. Analyse the BMC – summarise 
2. Identify vulnerabilities (over dependencies and over exposures) 
3. Rank vulnerabilities/identify critical risks 

- Analysis: probability and consequences of risks ($ of risk) 
- Evaluation: most important risks to treat 

4. Propose risk treatment 
5. Map out on risk matrix 

BMC/VULNERABILITY 

- Always start with the Value Proposition 
- Map out each step in the supply chain 
- Revenue Streams: Either transaction revenues or recurring (subscription) revenues 
- Customer relationships: Think contracts, loyalty programs 
- Channels: OWN – Direct: Sales force, web sales; Indirect: Own stores. PARTNER – Indirect: 

Partner stores, wholesale.  
- Be specific – same relevant countries, specify the proportion of revenue from different 

segments/sources.  
- Note Osterwalder reading → break company down into layers 

VULNERABILITY 

Definition: Degree to which people, property, resources and systems are susceptible to harm, 
degradation, or destruction on being exposed to a hostile agent or factor. 

- An over dependence upon a single factor, creates a vulnerability. (Note: An under 
dependence is bad strategy). 

- An over exposure to a single factor, creates a vulnerability 

Who are our Key 
Partners?  
Who are our Key 
Suppliers?  
Which Key 
Resources are we 
acquiring from 
partners?  
Which Key Activities 
do partners perform? 
 
(E.g. Suppliers, 
distributors, 
landlords, brands) 

What Key Resources 
do our Value 
Propositions require?  
 
 
(E.g. Stock, IT 
systems, HR, 
supplier relations, 
networks, brand) 

What value do we 
deliver to the 
customer?  
Which one of our 
customer’s problems 
are we helping to 
solve? 
What bundle of 
products and 
services are we 
offering to each 
Customer Segment?  
Which customer 
needs are we 
satisfying? 

Through which Channels do 
our Customer Segments what 
to be reached? How are we 
reaching them now? 
How are our channels 
integrated? Which work 
best/most cost efficient?  
How are we integrating them 
with customer routines? 
 
(E.g. Online, brick and mortar 
stores, direct commercial) 

For whom are we 
creating value? 
Who are our most 
important 
customers?  
 
(E.g. Domestic vs. 
international, age 
groups, be specific) 

What are the most important costs inherent in our business model? 
Which Key Resources are most expensive?  
Which Key Activities are most expensive? 
 
(Cost-driven or value-driven. What is COGS? Wages? Occupancy costs?) 

For what value are our customers really willing to pay?  
For what do they currently pay? 
How are they currently paying?  
How much would they prefer to pay? 
How much does each Revenue Stream contribute to overall revenues?  
 
(E.g. Sale of product (transaction revenues), Sale of after sales service, Interest) 

What Key Activities 
do our Value 
Propositions require?  
 
 
(E.g. Selling, 
marketing, 
expansion, inventory 
management) 

What type of relationship does 
each Customer Segment expect 
us to establish and maintain? 
Which ones have we 
established? 
How are they integrated with the 
rest of our BM?  
How costly are they?  
 
(E.g. Loyalty program, 
warranties)  
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RISK FRAMEWORKS 

RISK = PR(E) X CONSEQUENCE(E) 

RISK IS THE UNCERTAINTY REGARDING THE OCCURRENCE AND SEVERITY OF EVENTS AND THE 
CONSEQUENCES WITH RESPECT TO SOMETHING OF VALUE. 
 
Risk Appetite: The level and type of risk an enterprise is willing and able to accept in pursuit of its 
strategic objective (ISO31000) 
Residual Risk: The risk remaining after all other risks have been mitigated/treated 
 
Risk Treatment: The steps taken to reduce the probability or the consequence of a risk event.  

- To discern if risk treatment is appropriate: is risk appetite > risk? 

RESILIENCE 

- The ability of an organisation to absorb and adapt in a changing environment; where change 
is neither positive or negative (ISO31000) 

- How quickly can we resume normal functionality?  
 
As risk managers, cannot eliminate risk – but we can put in place practices to help absorb risk (be 
more resilient and ‘bounce back’) 

- Risk treatment can help to reduce the period of recovery 
 

ISO31000 FRAMEWORK 

 

 

COMMUNICATION AND CONSULTATION (LEFT-HAND SIDE) 

Relational Theory of Risk 
Looks at the association between an object at risk, and a risk object. 
Object at risk: The thing that loses value (that we care about) 
Risk object: Same as a risk event 

- Something that may occur, that poses a threat/negative consequence, to our thing of value 
- Risk event in itself is harmless, but only creates consequences, when it is associated with a 

particular object at risk...  
o E.g. Fire occurring far away – not a risk event for us  

Formulate Risk 
Treatment 

Options

Plan & 
Implement

Assess
effectiveness

Residual Risk 
acceptable?

Further action
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- Communication is more likely to be acted upon when it is delivered 
from a trusted source  

- Asymmetry between gaining and losing trust 
o Gaining trust is really hard, while losing trust is very easy  

- Need to communicate with integrity (takes a long time to develop trust 
and demonstrate integrity)  

 
Uncertainty Communication Decisions: Broad Options 

1. Ignore uncertainty 
o Unnecessary detail that is unnecessary for non technical audience 
o Similar to crisis management communication method 

2. Present uncertainty in simple easy to follow manner 
o Judge which is the best communication model, present information accordingly 

3. Present uncertainty using multiple methods 
o Multiple communication methods increase audience’s comprehension  

 
 ADVANTAGES DISADVANTAGES 
Verbal probability. (E.g. 
Certain or reasonably 
likely) 

Easily understood by 
anyone 

Imprecise as different audiences may 
interpret the message in different ways 
(E.g. Is likely p = 0.51 or p = 0.99) 

Numerical probability Very precise statement 
around binary events (can 
happen or not happen) 

Sometimes misinterpreted (E.g. ‘1 in 
100 year event’ language) 

Numerical frequency 
(E.g. Odds, frequency 
distribution) 

Generally well understood Audience occasionally assign higher 
(dreadfulness scores) when presented 
with frequency 

Figures - Present the full 
distribution 

Presents full dataset, open, 
transparent, trustworthy. 
Not introducing bias as risk 
managers. 

Quantity of data presented. Can be 
difficult if you need a decision made 
quickly. 

 

RISK MANAGEMENT AND INTERNAL CONTROLS 

COSO FRAMEWORK 

 
First Line of Defense Second Line of Defense Third Line of Defense 
Own and Control.  
Senior business 
managers. 
Management 
controls: develop and 
implement specific 
risk management 
process.  
Internal controls: E.g. 
Segregation of duties 

Managers – independent of first line. 
Often dispersed through 
organisation.  

- Provide frameworks  
- Monitory adequacy and 

effectiveness of controls 
- Assess changes in 

organisations risk appetite 
- Guide and train organisation 

in risk management process 
 

Independent assurance 
(auditors).  
No stakeholder interest.  
Often report directly to the 
board of directors.  
Do not design or implement 
controls – only audit the 
effectiveness of governance, risk 
management and internal 
controls. 

 
 


