
[SAMPLE] Exam PCP Preparation  

Week 1: 
1. What Is Cyberethics? 

Cyberethics is the study of moral, legal, and social issues involving cybertechnology. 

 
2. What is cyber technology? 

Cybertechnology refers to a wide range of computing and communications devices 

Example: digital electronic devices/ networked computers (including servers, desktops, 

laptops, etc.)  

 
3. What are some ethical/social concerns that come with the rise of tech? 

• autonomous machines and sophisticated robots (used in warfare, transportation, 

care for the elderly, etc.);  

• AI-induced bionic chip implants (that can cause us to question what it means to 

be human vs. cyborg). 

 

4. What are the two main points of views? 

Traditionalists argue that nothing is new – crime is crime, and murder is murder.  

• They tend to underestimate the scale and scope of technology 

• For example, cyberbullies can bully multiple victims simultaneously (scale) and 

globally (because of the scope or reach of the Internet). They can also operate in the 

comfort of their own home 

 

Uniqueness Proponents argue that cybertechnology has introduced (at least some) new and 

unique ethical issues that could not have existed before computers. 

 

Proponents of the uniqueness thesis tend to confuse unique features of computer technology 

with unique ethical issues. Their argument is based on a logical fallacy. 

• Premise. Cybertechnology has some unique technological features.  

• Action. Cybertechnology generates some ethical issues.  

• Conclusion. (At least some of the) Ethical issues generated by cybertechnology must 

be unique 

 

5. Cyberethics as a Branch of Applied Ethics 

There are three distinct perspectives of applied ethics (as applied to cyberethics):  

➢ Professional Ethics;  

➢ Philosophical Ethics;  

➢ Sociological/Descriptive Ethics. 

 

 

 
 
There are two approaches to deal with the concept of ethics: 

- Descriptive: report or describe what is the case 
- Normative: prescribe what ought to be the case 



o Non-moral- standards for things such as arts or sports 
o Moral – standards for fairness and obligation 

 

Week 2 
 

1. What is the difference between ethics and morals? 
Ethics and morals relate to “right” and “wrong” conduct. While they are sometimes used 
interchangeably, they are different: ethics refer to rules provided by an external source, 
e.g., codes of conduct in workplaces or principles in religions. Morals refer to an individual’s 
own principles regarding right and wrong. 
 

1. What is morality? 
Morality can be defined as: a system of rules for guiding human conduct, and principles 

for evaluating those rules.  

 

Two points are worth noting in this definition:  
(i) morality is a system;  
(ii) it is a system comprised of moral rules and principles.  

 
2. Rules of conduct as ‘policies’ 

Policies can range from formal laws to informal, implicit guidelines for actions.  
 
There are two kinds of rules of conduct:  
1) Directives for guiding our conduct as individuals (at the micro-level)  
2) Social Policies framed at the macro-level. 

 
3. What are directives? 

Directives are rules (of conduct) that guide our actions, and thus direct us to behave in 

certain ways.  
Rules such as "Do not steal" & "Do not harm others" are both examples of rules of 

conduct that direct us in our individual moral choices at the "micro-ethical" level (i.e., 

the level of individual behavior). 

 
4. What are principles? 

The rules of conduct in a moral system are evaluated by way of standards called 

principles.  
For example, the principle of "social utility“ (i.e., promoting the greatest good for the 

greatest number) can be used to evaluate a social policy such as “Proprietary software 

should not be copied without permission." 

 
5. Values: intrinsic vs instrumental 

Philosophers distinguish between two types of values: intrinsic and instrumental values.  
 

Automobiles, computers, and money are goods that have instrumental value.  
 

Values such as life and happiness are intrinsic because they are valued for their own sake. 



 
6. Moralists vs. Ethicists 

Ethicists study morality from the perspective of philosophical methodology and they  

 appeal to logical arguments to justify their positions.  

 

Moralists often claim to have all of the answers regarding morality, and often they  

  exhibit characteristics that have been described as "preachy" and "judgmental."  

 
7. Talk about the Four Kinds of Ethical Theories 

• Consequence-based  

• Duty-based  

• Contract-based  

• Character-based 

 
Consequence based: If choosing between acts A or B, the morally correct action will be the 

one that produces the most desirable outcome.  
 

8. That is utilitarianism? (consequence based) 
According to act utilitarians: An act, X, is morally permissible if the consequences produced 

by doing X result in the greatest good for the greatest number of persons affected by X. 

 

Utilitarians draw on two key points in defending their theory:  

(i) the principle of social utility should be used to determine morality;  

(ii) the belief that social utility can be measured by the amount of happiness 

produced. 

Social utility is a service, or characteristic, that benefits the majority of population of any 

given society. 

 

9. What are criticisms of utilitarianism? 
Critics tend to attack one or both of the following aspects of utilitarian theory:  

(I) morality is ultimately tied to happiness or pleasure;  
(II) morality can ultimately be determined by consequences (of either acts or policies).  

 

Critics of utilitarianism ague that morality can be grounded neither in consequences nor in 

happiness.  

 
10. What is Kant’s Categorical Imperative (Deontology/duty-based)? 

Kant believed that if everyone followed the categorical imperative, we would have a 

genuinely moral system. It would be a system based on two essential principles: universality, 

& impartiality.  

 

In such as system, every individual would be treated fairly since the same rules would apply 

universally to all persons.  

 

Organization: follow duty/law of the company. More concerned with the action, rather than 

the consequence 

 

 

What are criticisms of this system? 



Kant's categorical imperative has been criticized because it cannot help us in cases where we 

have two or more conflicting duties.  

• E.g., we have duties to both keep promises and to tell the truth, and sometimes we 

encounter situations in which we are required either to:  

• (a) tell the truth and break a promise or (b) to keep a promise and tell a lie.  

 

11. Talk about Contract-based Ethical Theories  

From the perspective of social-contract theory, a moral system comes into being by virtue of 

certain contractual agreements between individuals.  

 

One virtue of the social-contract model is that it gives us a motivation for being moral (unlike 

Unitarianism/duty based) 

 

Criticisms for this theory: 

Critics point out that social-contract theory provides for only a minimalist morality.  

• It is minimalist in the sense that we are obligated to behave morally only where an 

explicit or formal contract exists (i.e USA has no obligation to help Iraq/developing 

nation)  
 
Relativism: morality is derived from social and cultural norms. Thus, the ethically right 
decision is different for each person. 
 
Aristotlelianism: suggests that the way to build a good society is to help its members to 

be good people, rather than to use laws and punishments to prevent or deter bad 

actions.  
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