
Introduction 

Content: 

• IT Law encompasses a wide area of law: 
o Jurisdiction – determining the country whose laws govern a particular digital 

transaction 
o IP aspects of information technology – determining the nature and operation of IP 

rights in a digital environment  
o Internet content regulation – the regulation of content on the internet  
o E-contracts – the enforceability of electronic commercial transactions 
o Cyber-crime law – the laws governing cybercrime 
o Protection of online consumers 
o Application of privacy laws to the digital environment 
o Cybersecurity – the operation of the laws aimed at ensuring security of online 

transactions 

‘An information system is a type of socio-technical system. An information system is a 
mediating construct between actions and technology’ 

Legal definition of ‘internet’: international network of computers joined together using a 
common software protocol  

Common Internet Protocols: 

• Protocols allow devices to communicate with each other 
• FTP – file transfer protocol applies to transfer of files b/w devices 
• SMTP – simple mail transfer protocol supports recognition of text messages including e-

mail 
• USENET – establishes newsgroups, public discussion forums 
• IRC – Internal Relay Chat enables real time interaction 

Regulatory Challenges created by the nature of the internet: 

• Transnational space – flows beyond geographical boundaries of place and jurisdiction 
• Instantaneous transmission 
• Constant technological evolution, outdating relevance and effectiveness of legislation – 

need for technological neutral drafting  
• Technological change altering industry and business structures and practices 
• Technology changing societal norms and undermining original public policy basis of 

laws  

Determining the proper public policy basis of IT law: 
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• Need to develop a theoretical framework within which to design new laws, and reform or 
refine existing ones 

• Possible justifications: 
o Creation of information society 
o Support of communication and debate to underpin a democratic society support 

electronic commerce 
o Efficient allocation of resources 

IT Laws need to facilitate an information society  

• Traditional role of IT law – to support contemporary social exchange in which 
information is the central economic, cultural and social resource 

• Support e-commerce, e-government, e-security, e-health and e-taxation  

Options for governance: 

1. No regulation 
2. Industry self-regulation 

i. Regulation through operation of the free market – ie choices of consumers 
ii. Industry codes of practice 

3. Regulation by self-appointed technical bodies and organisations (ICANN, IANA, auDA, 
etc) 

4. Regulation by technology 
i. Lessig – computer code can be used to regulate or control or shape certain 

behaviours  
ii. Ie digital rights management measures 

5. Regulation by law 

 

Lessig’s Theory on the Four Modalities of Internet Regulation 

1. Customary norms 
2. The market 
3. Law 
4. Architecture 

Week 2 - Jurisdiction 

Which court may properly exercise jurisdiction over parties to cyberspace transactions? 

Jurisdiction – strict sense – authority of court to determine matter. In loose sense, used to refer to 
choice of law, choice of forum and enforcement of judgments = John Pfieffer Pty Ltd v 
Rogerson (2000) 203 CLR 503 

Determining jurisdiction in cyberspace difficult due to: 
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• Global ‘boundary less’ nature of ecommerce 
• Differing laws applied by differing States 

Personal Jurisdiction – Basic Principles 

• A state only has authority to require a foreign defendant to appear before its courts to 
defend a claim if the state has personal jurisdiction over the defendant  

• A particular Australian court can claim personal jurisdiction of a party located outside 
Australia where: 

o The party has voluntarily submitted  
o The party is duly served with an originating process in accordance with the rules 

of the relevant court. The process is brought to enforce a foreign judgment  
o Procedural requirements vary as between courts. For example, HC Rules require 

leave to be obtained prior to service but NSW does not 
o Substantive grounds also vary but some common to all jurisdictions  
o Recent Cases: 

§ Anabelle Bits Pty Ltd v Fujitsu (No 3) [2009] FCA 1089 and MGA 
Entertainment (HK) [2010] FCA 366 

§ In order to obtain an order for service outside Aust, it is not necessary to 
have a prima facie case for each and every cause of action on which 
application is based. It is sufficient it one cause of action is established 

Jurisdiction – Contractual Disputes 

• In relation to contractual disputes, an Aust Court may claim jurisdiction under the 
relevant court rules where the proceeding relates to a contract: 

o Made in the relevant jurisdiction 
o Governed by the law of the relevant jurisdiction 
o Designates the forum as appropriate  
o made through an agent residing or trading within the relevant jurisdiction 

Jurisdiction – Torts 

• rules may vary: 
o WA, ACT and TAS – jurisdiction where tort committed within jurisdiction 
o VIC, NSW, NT, QLD and SA – jurisdiction where tort committed within 

jurisdiction or damage sustained within jurisdiction 

Mode of Service: 

• The defendant has to be effectively served and notified of proceedings 
• Citigroup Party Ltd v Weerakoon [2008] QDC 174 – in the UK a party was permitted to 

serve an injunction via the twitter message feature. The message included a link to the 
full text of the order  

• Axe Market Gardens Ltd v Axe – substituted service was permitted via Facebook 

Choice of law: 
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• Once court has established it has jurisdiction, the next issue is – what is the applicable 
law? 

• Do the rules of the court’s jurisdiction or another jurisdiction apply? 
• Answer depends on area of law – Choice of law rules are divided into categories of law 
• Contract 

o If there is a choice of law clause in contract it will generally be applied 
o Oceanic Sun Lind Special Shipping Co Inc v Fay (1988) 165 CLR 197 at 217 if 

no choice of law clause, courts will generally apply the law with which the 
contract has the closest and real connection at the time the contract was formed  

• Torts: 
o Now both international and intra-national torts are governed by the law of the 

place of the wrong 
o Online environment sometimes hard to determine the place of the wrong 
o Gutnick – now clear in defamation cases that place of wrong is where damage is 

caused to reputation 
o Since Gutnick, State governments introduced statutory choice of law rules 

(uniform defam laws) 
• Application of Aust Statutes 

o Mocambique rule – courts do not have to hear cases involving foreign property 
o IP rights considered analogous to property 
o Trade marks, copyright and patents  
o Extraterritorial Application of CCA 2010 s 5 

§ Wrt to conduct occurring outside Australia by company incorporated or 
carrying on business within Australia 

§ ACCC v Hughes [2002] FCA 270 
§ ACCC v Chen [2002] FCA 1248 

Choice of Forum: 

• Even if Aust court decides that it has jurisdiction and the laws of the forum apply, it may 
decline to hear case on the basis of forum non conveniens 

• Voth v Manildra Flour Mills Pty Ltd (1990) 171 CLR 538 – not clearly inappropriate 
forum test 

o HENRY V HENRY - In Voth, this Court adopted for Australia the test 
propounded by Deane J in Oceanic Sun, namely, that a stay should be granted if 
the local court is a clearly inappropriate forum, which will be the case if 
continuation of the proceedings in that court would be oppressive, in the sense of 
“seriously and unfairly burdensome, prejudicial or damaging”, or, vexatious, in 
the sense of “productive of serious and unjustified trouble and harassment” 
[Oceanic Sun 

Enforcement Judgment: 

• Common law 
• Foreign Judgments Act 1991 (Cth) 
• Dow Jones v Gutnick (2002) HC 
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o Jurisdiction – was service of originating process correctly made under R7 of the 
Vic Supreme Court Rules: 

§ Originating process may be served out of Australia without order of the 
Court where: 

• The proceeding is founded on a tort committed within Victoria; 
• The proceeding is brought in respect of damage suffered wholly or 

partly in Victoria and caused by tortious act or omission wherever 
occurring  

o Answer – Yes, reasoning = damage suffered in Victoria  
o Issue of choice of law  

§ Answer – Australia (As damage to rep occurred in Victoria) 
o Issue of whether Australia a clearly inappropriate forum 

§ Answer – no 
§ Consider reasoning of joint judgment, Kirby J and others 

• Illustrative Case – Macquarie Bank v Berg [1999] 
o Simpson J of NSW SC refused to grant an injunction to restrain the publication of 

the allegedly defamatory material on the internet on the basis that enforcement of 
that injunction would exceed the court’s injunctive powers - view was that the 
result was that the law of NSW being superimposed throughout the world  

o Uncertainty of enforceability of the order –depended solely upon voluntary 
presence, at the time of his selection, of the person against whom the orders were 
made 

o The nature of the internet – would have the effect of restraining publication of all 
the material presently contained on the website in any place in the world 

o Established case authority – interlocutory injunction relief to be granted with 
caution 

• Illustrative Case – Airways Corporation of NZ v PwC Legal  
o Order for prelim discovery under SC NSW Rules seeking information or 

documents that would enable them to ascertain identity of a person who had 
published by email, certain material which it claimed defamed it 

o Simpson J – it was held in previous decisions that internet publications take place 
in the location they are read not transmitted 

o This means forum could be NZ but that cant be ascertained until the author of 
material is known and thus is not strong enough to warrant refusal 

Summary – Advice to Clients: 

• Relevance of accessibility to website in Aust 
• Relevance of targeting 
• Relevance that website is operated outside Aust 
• Relevance of choice of law and choice of forum clauses 

 

Statement from AG’s Department 
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• The increase in cross-border trade, commerce, investment and mobility has resulted in 
businesses and individuals engaging in legal relationships and disputes that are not 
confined to one state, territory or country. 

• This has highlighted the existence of differing, and often confusing, private international 
law rules and principles in Australia. These principles and rules address a variety of 
important questions relating to cross-border relationships and disputes, including ‘which 
court could hear my dispute?’ or ‘which law would apply to my cross-border contract?’. 

• Differing and confusing private international law principles and rules can be a genuine 
impediment to commercial certainty and the efficient resolution of disputes. 

• Therefore, this consultation seeks to identify those areas where existing private 
international law rules and principles may reduce clarity, certainty and predictability of 
outcome for cross-border trade and investment and to develop possible reform options. 

• Objective: 
o Therefore, to improve the state of private international law in Australia, the 

Standing Council on Law and Justice on 12 April 2012, noted: 
o … the Project Plan and Overview: Harmonisation of jurisdictional, choice of 

court and choice of law rules and agreed to the establishment of a working group 
that will commence consultations with key stakeholders to determine whether 
further reform in this area would deliver worthwhile micro-economic benefits for 
the community. 

o This consultation is designed to investigate opportunities for microeconomic 
reform and to improve access to justice by identifying areas that could benefit 
from more consistent, cohesive and clear private international law principles and 
rules. 

 

 

CERTAINTY GIVES US AN INCREASE OF TRADE 

 

 

Online Contracts 

Enforceable Contracts and Electronic Commerce 

• Electronic contract – enforceable agreement between two parties created and signed by 
electronic means 

• Electronic means may include: communication through the exchange of e-mails, clicking 
an icon on a website to accept terms of agreement; or EDI – standard electronic business 
communications 
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Types: 

• Contracts for physical goods and services 
• Contracts for electronic materials 

Basic Elements: 

• Offer 
o Is an email message posted to recipients on a mailing list an offer or an invitation 

to treat? 
o Is promotional material and information posted on a website an offer or an 

invitation to treat? 
§ Generally – such material will be an invitation to treat 
§ In absence of clear decided case law, critical that website makes the nature 

of the intended transaction clear 
o If a customer accepts the invitation to treat on a website (via email or comms 

through website) the customer makes an offer 
o The online trader can then accept that offer 

• Acceptance 
o Two rules: 

§ Instantaneous communication rule:  
• Is communication simultaneous? Is the communication two way 

(with face to face or telephone conversation both parties are 
present) or one way (e mail, text fax, telex or voice mail/answering 
machine? – Transmission may be instantaneously, but is the 
message accessed instantaneously? 

• Entores Ltd v Miles Far Est Corporation [1955] – for acceptance to 
be effective, the communication must be received by the offeror 
‘contract only complete when the acceptance is received by the 
offerer, and the contract is made at the place where acceptance is 
received’ 

§ Postal rule: 
• Applies to non-instantaneous means of comms of acceptance 
• Communication is deemed to occur and a contract thereby formed 

at the time letter is posted. Applies even though the letter of 
acceptance has not reached and irrespective of it being delivered.  

• Adams v Lindsell (1818) – the contract is made when the letter of 
acceptance is sent 

• Brinkibon Ltd v Stahag Stuhl under Stahlwarehandelsgessellschaft 
mbH [1983] on the subject of telex…where condition of 
simultaneity is met, and where it appears to be within the mutual 
intention of the parties that contractual exchanges should take 
place, this is a sound rule. 

§ Non – simultaneous communication 
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• No universal rule can cover all such cases – must be resolved by 
reference to the intentions of parties, by sound business practice 
and in some cases by a judgment where the risks should lie 
(Wilberforce at 42) 

o Online communications occur through: 
§ Email using Simple Mail Transfer Protocol (SMTP) 
§ Direct data communication through a web browser using Hypertext 

Transfer Protocol (HTTP) – customer completes online order form and 
clicks submits 

o Are they instantaneous: 
§ UN Con on Use of Electronic Comms in International Contracts Art 10 – 

time and place of dispatch and receipt of electronic comms 
• Time of dispatch is when it leaves information system under the 

control of the originator or of the party who sent it behalf of the 
originator or if it has not left an information system under control 
blah, the time when electronic communication is received 

• Time of receipt is the time when it becomes capable of being 
retreived by the addressee at an electronic address designated by 
the addressee 

• Consideration 
o Legal advice to customers – if customer wishes to bind online trader, they will 

need to establish some sort of consideration 
o Whilst filling out an online order submitting may be an acceptance, there also 

needs to be consideration 
o Remember – forbearance to sue is consideration 
o Hence, if the customer has agreed to terms and conditions set by the online trader 

that include some sort of disclaimer, waiver, releases from liability, this will be 
consideration 

• Intention 
o Specht v Netscape Communications Corp 306 F 3d 17 – regardless of ‘apparent 

manifestations of consent’ customer not bound by inconspicuous contractual 
provisions contained in a document whose ‘contractual nature’ is not obvious  

• Contractual capacity 
o Contract not enforceable where a party lacks capacity. Minors under 16 not bound 

unless contract is for necessities  
o Common practices of online traders to establish identity and age by use of credit 

card or Paypal account? 
o Australian Guidelines for E Commerce, 2006 – business advised to implement 

procedures for verifying age of parties 
o What are you selling? Is the product/service directed at minors, or is it restricted 

to an 18+ audience? Both situations may attract minors 
o Affirmative act entering birthday or confirming age by clicking 

• Legality/form  
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The approach we will take: 

• Stage 1 – consider the issues of contract formation and enforcement at general law 
• Stage 2 – consider the provisions of the Electronic Transactions Act, especially 2011 

amendments 
• Stage 3 – consider effectiveness of present laws 

 

Terms and conditions of contract: 

• Online trader will wish to ensure that certain terms and conditions are incorporated into 
the contract 

• Issue – how are such terms and conditions incorporated into a contract created online? 
• Shrink Wrap: 

o Written licenses that become effective as soon as the customer tears open the 
shrink wrapped packaging and accesses the goods 

o The text on the packaging needs to state that the use of the good is subject to a 
license agreement and that by opening the package or using the program the 
customer is indicating acceptance of these license 

o The full terms of the license are not visible until the product has been opened 
o Are there two contracts? One for the box, and one for the license to use the 

software? 
o Continued use indicates acceptance, usually click through acceptance of terms is 

required 
o Is this any different than other situations where terms are revealed in full after 

purchase? Insurance, Airline ticket 
o ProCD Inv v Zeidenberg – are enforceable in some circumstances 
o Hill v Gateway 2000 – if you knew the terms and conditions couldn’t be viewed 

before hand, and you did not like that, then you should not have bought the 
computer 

o Autodesk Inc v Dyason (1989) – a term being incorporated into the contract is an 
example of a shrink wrap contract being enforced 

• Click Wrap: 
o Customer read the license conditions on the website and clicks ‘I agree’ or ‘I 

accept’ 
o This then constitutes an offer by the customer to the online trader to purchase the 

goods or services on the terms and conditions specified by the online trader on the 
website – Specht v Netscape Communications Corp 206 F 3d 17 

o Nearly always enforcebale 
o New legislation – Treasury Legislation Amendment (Small Business and Unfair 

Contract Terms) Act 2015 – affect small businesses disputing unfair terms in a 
standard form contract 

o Ebay International AG v Creative Festival Entertainment [2006]  
§ Purchase of online tickets to BDO 
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§ Terms and conditions on website – contract formed when customer 
clicked button agreeing to terms and conditions provided credit card 
details and clicked send this order icon 

§ Tickets later sent by mail. Tickets had different terms and conditions 
§ Contract enforebale and terms incorporated were those displayed on 

website at time customer clicked  
• Browse Wrap: 

o Customer given opportunity to view contractual terms by clicking button or icon 
o Customer has choice to view or ignore terms and conditions of contract 
o Courts have been unwilling to enforce such terms and conditions against private 

individuals 
o Nguyen v Barnes & Noble Inc – prominently displayed hyperlinks not enough 

with no other notices or prompts to take affirmative action to demonstrate assent 

 

Legal Advice: 

• Provision of notice to customer that transaction is governed by specific terms and 
conditions – need to be in prominent area on website  

• Provision of opportunity to view the terms and conditions governing transaction prior to 
agreement to transaction – needs to be in prominent position on website 

• Clear explanation of what constitutes an acceptance of the terms and conditions of the 
transaction – has to be drafted in language which can be understood by a typical user of 
the website 

• Designing website so that the user has to scroll through terms and conditions and click on 
agree button before progressing to the screen that provides the opportunity to submit or 
accept the transaction  

• Providing customer with both an ‘I accept’ and ‘I do not accept’ icon after viewing the Ts 
and Cs 

• Providing customers with a second opportunity to accept terms and conditions – such as 
confirmation of order screen prior to payment  

• Avoiding small type wrt terms and conditions 
• Avoiding terms and conditions button below sight line of webpage so that customer has 

to scroll down to find it 
• Providing confirmatory page or confirmatory email to customer after the transaction is 

complete 

 

Online Contract Part II 

Electronic Transactions Act 1999 (Cth) 
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• Two significant aims: 
o To eliminate barriers to the conduct of electronic transactions 
o To ensure that a transaction would not be unenforceable because it was created in 

an electronic environment  
• Other aims to provide a regulatory framework to: 

o Facilitate and support e-commerce 
o Inspire public confidence in electronic trading 
o Enable businesses and the community to use electronic communications in 

dealings with government  
o Does not seek to comprehensively codify all law relating to e contracts 
o Does not seek to codify law relating to offer, acceptance, intention, consideration 

• Informed by two principles: 
o Media neutrality – functional equivalence of paper – based and electronic 

transactions 
o Technology neutrality – legal principles applied consistently without 

differentiation based on technology  
• Critical terms (s 5): 

o Information –  information means information in the form of data, text, images or 
speech 

o Information system – means a system for generating, sending, receiving, storing 
or otherwise processing electronic communications 

o Data –  includes whole or part of a computer program within the meaning of the 
Copyright Act 1968 

o Electronic Communication – of information in the form of data, text, or images by 
means of guided and/or unguided electromagnetic energy or in the form of speech 
by means of guided/unguided electromagnetic energy, where the speech is 
processed at its destination by an automated voice recognition system 

o Guided – use of cables and wires ie optic fibre cables and telephone lines  
o Unguided – use of radio spectrum, infrared and microwave signals not restricted 

to physical conduits 
o Consent – that can be reasonably inferred from the conduct of person concerned  

• Ford v La Forrest [2001] QSC 261 – was email acceptance sufficient? In circumstances 
where email had been a common form of communication between the parties, an 
acceptance via email was capable of creating contractual relations 

• Validity of electronic transactions 
o S 8(1) – a transaction is not invalid because it took place wholly or partly by 

means of one or more electronic communications 
o (2) the general rule above does not apply to the validity of a transaction to the 

extent to which another, more specific provision of this Part deals with the 
validity of the transaction  

 

Writing requirement  
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• Many acts require information to be provided in written form 
• Issue how do these provisions apply in an online transaction? 
• The Act outlines the circumstances in which the writing requirement can be satisfied in 

an online environment 
• AIA includes any mode of representing and reproducing words, figures, drawings or 

symbols in visible form 
o S 9(1)(a) – in all cases at the time the information was given, it was reasonable to 

expect that the information would be readily accessible so as to be useable for 
subsequent reference 

o (b) – if the information is required to be given to a Cth entity, or to a person 
acting on behalf of a Cth entity, and the entity requires that the info to be given, in 
accordance with particular info tech requirements, by means of a particular kind 
of e comms – the entity’s requirement has been met 

o (c) – if the information is required to be given to a Cth entity, or to a person acting 
on behalf of a Cth entity, and the entity requires that particular action be taken by 
way of verifying the receipt of the info – the entitys requirements has been met 

• Permission to give info in writing: 
o S 9(2) may give info by means of e comms where: 

§ (a) in all cases – at the time the info was given, it was reasonable to expect 
that the info would be readily accessible so as to be useable for subsequent 
reference 

§ (b) If the info is permitted to be given to a Cth entity or agent, and the 
entity requires that the info be given, in accordance with particular info 
tech requirements, by means of a particular kind of electronic comms – the 
entity’s requirement has been met 

§ (c) – if the information is required to be given to a Cth entity, or to a 
person acting on behalf of a Cth entity, and the entity requires that 
particular action be taken by way of verifying the receipt of the info – the 
entitys requirements has been met 

o s 9(3) Certain other laws no affected: 
§ does not affect the operation of any other law of the Cth that makes 

provision for or in relation to requiring or permitting information to be 
given, in accordance with particular info tech requirements 

• (a)on a particular storage device 
• (b)by means of a particular kind of electronic comms 

• Lamle v Mattel Inc – where it was established that an agreement had been reached, an 
email outlining the terms of the agreement with employee’s name on it was sufficient to 
satisfy the signed writing requirement to overcome the Cali statute of frauds  

• Shattuck v Klotzbach (2001) – a contract for sale of real property effected by email was 
valid: 

o Sent emails regarding sale and deliberately typed his name at the end of all 
emails. A reasonable trier of fact could conclude that the emails sent by the 
defendant regarding the terms of sale of property were intended to be 
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authenticated by the defendant’s deliberate choice to type his name at the 
conclusion of all emails  

Signature Requirement 

• S 10(1) is to be met if: 
o (a) in all cases – a method is used to identify the person and to indicate the 

person’s approval of the info communicated  
o (b) in all cases – the method used was either: 

§ (i) as reliable as appropriate for the purpose for which the electronic 
comms was generated or communicated, in the light of all circumstances 
including any relevant agreement 

§ (ii) proven in fact to have fulfilled the functions described in para (a) by 
itself or together with further evidence 

o (c) if the signature is required to be given to a Cth entity, or to a person acting on 
behalf of a Cth entity, and the entity requires that the method used as mentioned 
in paragraph (a) be in accordance with particular info tech requirements – the 
entity’s reqs has been met 

o (d) if the signature is required to be given to a person who is neither a Cth entity 
or agent – the person to whom the signature is required to be given consents to 
that requirement being met by way of the use of the method mentioned in (a) 

• eBay International AG v Creative Festival Entertainment Pty Ltd [2006] FCA 1768 

Time and Place of Dispatch/Receipt of Comms 

• Act establishes presumptions as to the time and place of dispatch and receipt of comms 
• Presumptions can be rebutted by actual evidence as to the actual agreement of the parties 
• Dispatch 

o S 14(1) unless otherwise agreed between originator and the addressee of an 
electronic comms the time of dispatch of the electronic comms is: 

§ (a) the time when the electronic comm leaves an info system under the 
control of the originator or of the party who sent it on behalf of the 
originator  

§ (b) if the electronic comm has not left an information system under the 
control of the originator or of the party who sent it on behalf of the 
originator – the time when the electronic comm is received by the 
addressee 

o (2) ss (1) applies even though the place where the information system supporting 
an electronic address is located may be different from the place where the 
electronic comm is taken to have been dispatched  

• Receipt 
o 14A(1) unless otherwise agreed between the originator and the addressee of an 

electronic comm: 
§ (a) the time of receipt of the electronic comm is the time when the 

electronic comm become capable of being retrieved by the addressee at an 
electronic address designated by the addressee 
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§ (b) the time of receipt of the electronic comm at another electronic address 
of the addressee is the time when both: 

• (i)the electronic comm has become capable of being retrieved by 
the addressee at that address 

• (ii) the addressee has become aware that the electronic 
communication has been sent to that address 

o S14B place of dispatch/receipt 
§ (1) unless otherwise agreed: 

• (a) the electronic comm is taken to have been dispatched at the 
place where the originator has its place of business 

• (b) the electronic comm is taken to have been received at the place 
where the addressee has its place of business  

§ (2) an electronic comm: 
• (a) a party’s place of business is assumed to be the location 

indicated by that party, unless another party demonstrates that the 
party making the indication does not have a place of business at 
that location 

• (b) if a party has not indicated a place of business and has only one 
place of business, it is to be assumed that that place is the party’s 
place of business 

• (c) if a party has not indicated a place of business and has more 
than on place of business, the place of business is that which has 
the closest relationship to the underlying transaction, having regard 
to the circumstances known to or contemplated by the parties at 
any time before or at the conclusion of the transaction 

• (d) if a party has not indicated a place of business and has more 
than one place, but paragraph © does not apply it is to be assumed 
that the party’s principal place of business is the party’s only place 
of business 

• (e) if a party is a natural person and does not have a place of 
business – it is to be assumed that the party’s place of business is 
the place of the party’s habitual residence  

Agency 

• act preserves common law of agency including doctrines of apparent and actual authority 
s 15 – sent by purported originator or with the authority of the purported originator s 

• s 15 (2) is not intended to affect the operation of a law (whether written or unwritten) that 
makes provision for: 

o (a) conduct engaged in by a person within the scope of the person’s actual or 
apparent authority to be attributed to another person 

o (b) a person to be bound by conduct engaged in by another person within the 
scope of the other person’s actual or apparent authority  

Effect on Evidence Acts 
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• ETA does not override requirements under Evidence Acts 
• S 15(5) does not affect the operation of 

o (a) s 87, 88 of the Evidence Act 1995 
o (b) a law of a State that corresponds to those sections 
o (c) a law of a State or rule of common law, that provides for a statement made by 

a person to be treated as an admission made by a party to a proceeding in a court 

International Transactions 

• issue – legal effects of electronic communications in international contracts? 
• Desirable to have certainty in commercial transactions between parties in differing 

nations 
• UNCITRAL 

o Intended to be model law to be applied in domestic legislation 
o However significant divergence between nations 

• CUECIC 
o Ambit of application – art 1 
o Exclusions – art 2 
o Location of parties – art 6 
o Functional equivalence – art 8 
o Variety of articles on location of parties, legal recognition of electronic comms, 

writing signature etc 
o Error in electronic transactions (UNICTRAL doesn’t address) 

§ Where a party makes an input error into another party’s automated info 
system where the system does not provide and opportunity for the person 
to correct the error 

§ Art 14 The person who had made the error has the right to withdraw the 
part of the communication containing the error if conditions met 

• (1)(a) If erring party notifies the other as soon as practicable after 
discovering the error 

• (1)(b) If the erring party has not received any material benefit or 
value from the goods or the services of the other party 

 

Amendments: 

• the Act aligns AUS statutory framework to fulfil its obligations under the CUECIC  
• Introduction of new Part 2A 
• Main amendments for purposes of LAW 529: 

o Insertion of certain new definitions 
o New sections 10 and s 14 
o Repeal of s 8(3)-(4) and s 15(3)-(4) 
o New fundamental sections covered above. 
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o However also useful to look at some new definitions and provisions to illustrate 
how technological change generates statutory amendment – Following sections 
will be analysed for this purpose 

 

 

 

 

 

IP Aspects of Patent Law 

A patent is a legally enforceable monopoly right granted for a limited time to the creator for a 
device, substance, method or process that is new and/or inventive and useful when compared 
with what is already known  

It grants exclusive right to commercially exploit the invention for the life of the patent. In 
exchange the patent holder must disclose to the public how the invention works by filing a patent 
application that is published encouraging further development 

Australia’s 2-tier patent system 

• An Australian standard patent lasts for up to 20 years  
• An innovation patent lasts for up to 8 years  
• N.b. Pharmaceutical patents can last up to 25 years – not relevant to our discussion of it 

applications 

How do patents apply to IT? 

• Three forms of protection for computer related intellectual property: 
o Patents  
o Copyright 
o Circuit layout rights – protect the design of an electronic circuit 

• Copyright protects the code of a computer program from being copied. A patent protects 
the way the program makes a computer work. With patent protection, any program that 
makes a computer work in the same way as an existing program will not be considered 
new or inventive, even if the program and/or code are different – stronger form of 
protection 

Productivity Commission Inquiry Report – Intellectual Property Arrangements 

• Australia’s patent system fails the principles of a well functioning intellectual property 
system 
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o While Australia has stronger patent rights than most other advanced countries, 
overcompensation is particularly costly for Australia 

o The rules and processes for granting patents lead to many patented innovations of 
little or no community benefit  

Public Policy Basis for Grant of Patents  

• Invention motivation 
• Invention dissemination  
• Invention commercialization  
• Exploration control theory  

Economic Rationale for Patents  

• Incentive for innovation in society 
• Reward to inventor  
• Provides return on R&D investment  

Intellectual Property Laws Amendment (Raising the Bar) Act 2012: Objective of Amendments 

• To reform Australia’s IP system to support innovation by encouraging investment in 
research and technology in Australia 

• The primary methods by which the Act achieves this by raising the standards which IP 
rights are assessed 

Eligibility – standard patent (s 18) – an invention must be 

• A manner of manufacture 
• Novel  
• Inventive 
• Useful 
• Not previously used in secret 

Eligibility – innovative patent (s 18(1A)) – an invention must be 

• A manner of manufacture  
• Novel 
• Innovative (as opposed to inventive – lower threshold) 
• Useful  
• not previously used in secret 

Novelty – s 7(1) – an invention is taken to be novel when compared with the prior art base unless 
it is not novel in the light of any one of the following kinds of information, each of which must 
be considered separately 

• a) prior art information made publicly available in a single document or through doing a 
single act 

• b) prior art information made publicly available in 2 or more related documents, or 
through doing 2 or more related acts, if the relationship between the documents or acts is 
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such that a person skilled in the relevant art would treat them as a single source of that 
information  

• c) prior art information contained in a single spec of the kind mentioned in subpara b)ii) 

Prior art base – sch 1 

• a) in relation to whether an invention does or does not involve an inventive step 
o i) information in a document that is publicly available, whether in or out of the 

patent area 
o ii) information made publicly available through doing an act, whether in or out of 

the patent area 
• b) in relation to deciding whether an invention is or is not novel 

o i) information of kind mentioned in a) 
o ii) information contained in a published specification filed in respect of a 

complete application where: 
§ A) if the information is, or were to be the subject of a claim of 

specification, the claim has, or would have, a priority date earlier than that 
of the claim under consideration  

§ B) the specification was published after the priority date of the claim 
under consideration 

§ C) the information was contained in the specification on its filing date and 
when it was published  

Novelty and anticipation 

• Re Bristol Myers Co’s Application [1969] RPC 146 
o Prior publication defeats novelty. If so invention has been anticipated 
o Non-confidential disclosure to a person prior to priority date (with no restrictions 

as to use that can be made) defeats novelty  

Invention – Manner of manufacture 

• Is defined in schedule 1 to be a new manner of manufacture  
• All patent applications need to establish the invention relates to a manner of manufacture 

– category of patentable subject matter from statute of monopolies  
• National Research & Development Corp v Commissioner of Patents  

o New way of killing weeds using existing product  
o Method’s end result is an artificially created effect 
o The result has its own economic utility in providing a significant improvement in 

growing conditions, allowing crops to flourish  

Inventive step – 7(2) For the purposes of this Act, an invention is to be taken to involve an 
inventive step when compared with the prior art base unless the invention would have been 
obvious to a person skilled in the relevant art in the light of the common general knowledge as it 
existed (whether in or out of the patent area) before the priority date of the relevant claim, 
whether that knowledge is considered separately or together with the information mentioned in 
subsection (3).  
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• Advance on prior art – obviousness test 
o Minimum advance required 
o Obvious to person skilled 
o Case law has identified a scintilla of invention as sufficient 
o The higher the threshold for obviousness the harder it is to pass  

• Prior art 
• Person skilled in the art  
• Invention 

Aktiebolaget Hassle v Alphapharm (2002) 212 CLR 411 – hypothetical non inventive worker in 
the field test  

Barokes v Amcor Packaging (Australia) [2005] APO 56 – innovative step involves a difference 
between the invention and the prior art which is non-trivial and makes a substantial contribution 
to the working of the invention  

 

Useful – s 7A 

• 1) for the purpose of this act, an invention is taken not to be useful unless a specific, 
substantial and credible use for the invention is disclosed in the complete specification 

• 2) the disclosure in the complete specification must be sufficient for that specific, 
substantial and credible use to be appreciated by a person skilled in the relevant art 

• 3) ss (1) does not otherwise affect the meaning of the word useful in this Act 

Not secretly used – invention must not have been secretly used in Australia prior to the priority 
date s 18(1)/18(1A) 

S 9 – certain uses not secret uses – for reasonable trial, for purposes other than trade or 
commerce, confidential disclosure  

Patent granted…examples 

• online financial transactions 
o systems for paying online with credit cards 
o currency conversion systems  
o online payments with Smartcards 
o online evaluation of loan applications 
o managing funds portfolios  

• internet functions 
o encryption methods  
o filtering systems  
o international domain names systems  
o CSIRO Wi FI patent  

• Online advertising 
o Delivery of advertising via web news feeds 
o Targeted banner advertising on web site 
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• Computer programs, components such as disk drives, memory chips, bus architecture and 
monitors and accessories can be subject of patent 

o IBM Corp v Smith, Commissioner of Patents (1991)  
§ appeal related to a computer program for producing an improved curve 

image on a visual display. Two old algorithms were used to compute the 
coordinate values for the curve, but the invention used a different method 
of calculation which gave rise to the improved display. Court applied 
NRDC as test - improved curve image is a commercially useful effect in 
computer graphics and allowed the appeal. 

o CCOM v Jeijing (1994)  
§ Patent for Chinese word processing system in which characters stroke 

categories are entered using a dedicated keyboard. At first instance, the 
Court held that the invention did not constitute patentable subject matter, 
as the claim related to a conventional function of a computer, was the 
product of human intellectual activity lying in the fine arts and not the 
useful arts. On appeal separation of patentable subject matter from novelty 
and innovation and “consideration of concepts which have evolved, and 
are still evolving, in accordance with the classic decision in the NRDC 
case” found that the application met the requirement of “a mode or manner 
of achieving an end result which is an artificially created state of affairs of 
utility in the field of economic endeavour” 

o Data Access Corporation v Powerflex Services (1999) 202 CLR 1 
§ reverse engineering of a program amounted to copyright infringement 

(exception for inter-operability introduced after the decision would not 
have applied anyway) 

o Research Affiliates LLC v Commissioner of Patents [2014] FCAFC 150,  
§ The the Full Federal Court held that an invention implemented using a 

computer was not sufficient to achieve patent protection, but rather it 
needed to contribute to an improvement in computer technology. 

• Patents for online business systems  
o Grant v Commissioner of Patents (2006) 154 FCR 62 – a method of asset 

protection, consisting solely of steps taken in the financial and legal realms, could 
not be patented under the Act – systems that are  'intellectual information' are not 
patentable inventions. CF business systems with a concrete, tangible, physical, or 
observable effect are patentable manners of manufacture. 

o Welcome Real-Time v Catuity (2001) 113 FCR 110 – patent granted was "not a 
business method, in the sense of a particular method or scheme for carrying on a 
business - for example…Henry Ford's idea of stipulating that suppliers deliver 
goods in packing cases with timbers of particular dimensions which could then be 
used for floorboards in the Model T. Rather, the Patent is for a method and a 
device, involving components such as smart cards and POS terminals, in a 
business; and not just one business but an infinite range of retail businesses." 

Patent Infringement – where exclusive rights are exploited without the permission of the patent 
holder 
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• Amado v Microsoft, June 2005 – Microsoft infringed amado’s patent on software that 
combines the functionality of databases and spreadsheets. 

• Alcatel-Lucent v Microsoft 1986-2009: multiple actions related to outlook calendar, mp3 
and mpeg encoding and compression technology, speech recognition and keyboard-free 
data entry (touch screen and stylus gestures). Length of litigation (and appeals on 
damages) makes a 20 year patent seem reasonable. 

• Samsung v Apple – march 2016: us supreme court to consider damages awarded on 
appeal in 2015 (USD 548M – nearly half of 2012 award) for infringement of design 
patent. Amicus briefs ask: is s. 289 of the patent act – from the 19th c. – relevant to tech 
products not envisaged when the law was introduced? 

 
 

 

IT Aspects of TMs and Domain Names 

Trade Marks Act 1955 (Cth) 

S 17 – a trademark is a sign used or intended to be used to distinguish goods or services dealt 
with or provided in the course of trade  

Trade Mark is a badge of origin 

S 6 – a sign can be one or any combination of a letter, label, word, name, shape, numeral, colour, 
device, sound, brand, scent or an aspect of packaging 

Registration of TM 

• Is always registered in relation to a specific class or classes of goods or services 
• Cannot be scandalous or contrary to law – s42 
• Must not be likely to deceive/cause confusion – s43 
• Must not be substantially identical or deceptively similar to another mark or a mark 

pending registration – s44 

Rights of TM owner – exclusive right to use, license or sell the TM within Australia in relation 
to the goods or services in relation to which it is registered  

Registration – case law 

• Apple Inc v Registrar of Trade Marks [2014] FCA 1304 
o Could app store be accepted as a trade mark? 
o Yates J – FC 

§ Is it inherently adapted to distinguish designated service? Or 
§ Could it have become distinguishable? 
§ Consideration of s41 
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§ Decision – not registrable 

Infringement – s120(1) 

• Infringement occurs where a person uses a mark that is ‘substantially identical’ or  
‘deceptively similar’ to a registered trade mark in relation to the goods or services in 
which the goods and services are registered  

Infringement – s120(2) 

• Infringement occurs where a person uses a mark that is “substantially identical” or 
“deceptively similar” to a registered trade mark in relation to the goods or services other 
than those in relation which the goods or services are registered  - goods of the same 
description, closely related services 

 

Infringement – s120(3) Elements 

• The TM is well known in Australia; and 
• Person uses a TM that is substantially identical or deceptively similar to the TM in 

relation to: 
o Goods which are not of the same description for which the TM is registered; or 
o Goods which are not closely related to the services for which the TM is 

registered; or 
o Services that are not the same description as the registered services; or 
o Services that are not closely related to registered goods  

Further requirements wrt well known TM 

• Because the TM is well known, the sign would be likely to be taken as indicating a 
connection between the unrelated goods or services and the registered owner (ie not 
goods) of the TM; and 

• For that reason the rights of the registered owner are likely to be affected. 

S 120(4) – well known 

• Section 120(4) – must take into account the extent to which the TM is known within the 
relevant sector of the public, whether as a result of the promotion of the TM or for any 
other reason 

 

Domain Names 

• An IP address is a numerical label assigned to devices that communicate via the IP and is 
used for identification and address location 

• A domain name corresponds to a specific numerical IP address but is a more user-
friendly means of locating a website 

• The DNS regulates the allocation and management of domain names 
• DNS stores information about domain names in a database and allows users to navigate 

to the underlying address 
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Difference between domain name rights and TM rights 

• Ownership of a domain name does not confer an exclusive right to the use of the name on 
the holder of the domain name 

• In contrast, a TM confers the registered TM owner an exclusive proprietary right over the 
use of the registered name 

Is there a proprietary interest in a domain name? 

• Domain name licenses are considered to be contractual rather than proprietary in nature 
• Capital Webworks Pty Ltd v Adultshop.com Ltd [2000] 

o Applicant held the domain name “on the terms and conditions of a contract” 
o Mistake led to lapse in registration. New holder of the name not in breach of s52 

of TPA as domain name corresponded to new holder’s site. 
o Nicholson J doubted that Capital Webworks had any goodwill in the domain 

name. 
o Hence the applicant would be unlikely to see holding of domain name as the 

vehicle to ownership of long-term goodwill such as through a trade mark 

Can a domain name be registered as a TM 

• A domain can be registered as a TM if it is used or intended to be used to distinguish the 
applicant’s goods or services in the course of trade 

• A domain name will not be registered if it is merely used to identify the location of a 
website 

• Amazon.com – refers both to the online location and is a means of identifying the trader’s 
services 

Is a domain name capable of distinguishing the applicant’s goods or services? 

• Tourism Queensland v Dectar Pty Ltd [2001] ATMO 66 
• Opposition to registration of internet domain name by opponent Tourism Queensland. 
• Applicant Dectar applied for registration of word trade mark 'www.sunlover.com.au' 
• Whether trade mark was likely to deceive or cause confusion. 
• Held: Applicant's trade mark deceptively similar to opponent's word and device marks. 
• Only identifier component to be considered 

Can a word which is part of one trader’s domain name be registered as a TM by another trader? 

• Au.Domain Administration Ltd v NETWORK.com.au Pty [2004] ATMO 36 
o Officer of TM refused registration on the basis that the registration would be 

likely to deceive or cause confusion (s 43). Registration of a TM would confuse 
the public by suggesting that the applicant for the TM was also the operator of the 
Internet site with that domain name. 

o Opposition to registration also upheld on basis of s 52 of the Trade Practices Act 
1974 (Cth) 

Reasons for TM and DN conflicts 
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• Segregated area of operation – DNs operate only in virtual world, TMs largely in real 
world. 

• Domain names international by nature. Trade marks based on national registration 
• Problem – end users often overlap 
• No proof of TM registration is required at time of DN registration (discussion of ICANN 

Trademark Clearing House for new gTLD extensions follows) 
• Potential for person to register well-known tm as domain name 

 

Types of Conflicts 

• One person may have x TM in one country. Another person may have x TM in another 
country. They both want x as part of their domain name. Or one registers domain name as 
x and other objects  

• Cybersquatting – person registers a well known tm of another party as their DN 
• Reverse hijacking – TM owner tries to take control of DN of another where DN owner 

has not breached tm. Use of bad faith legal action to harass and force DN registrant to 
give it up 

Abusive DN Practices 

• Cybersquatting – eg dealers who use programs to detect expired DNs and then re-register 
them and sell them 

• Typosquatting – registration of deliberate misspelling to divert traffic and trade 
• Metagging – placing codes in the source code in the website referring to competitors or 

well known business so that when a customer searches the name or trade mark of a well 
known business they bring up the metagged site. 

Dispute Resolution 

• ICANN developed a uniform domain name dispute resolution policy in 1999 – UDRP 
(Uniform Domain-Name Dispute Resolution Policy) 

• However ICANN does not administer UDRP 
• UDRP is managed by the World Intellectual Property Organisation (WIPO) 
• Australian  Domain Name Administration introduced its own dispute resolution policy 

(auDRP) in 2002.  
• Mandatory arbitration – not a perfect process: limited fact-finding; possibility of bias 

amongst arbitrators; not a level playing field for smaller entities. 

New Rights Protection Mechanisms  

• Trademark Clearinghouse (TMCH): global database designated by ICANN for recording 
registered TM to enhance rights protection as number of new gTLDs will reach 1,000 
(.bible, .gossip, .sex) 

• In conjunction with TMCH the Uniform Rapid Suspension (URS) system complements 
the UDRP with a “lower-cost, faster path to relief for rights holders experiencing the 
most clear-cut cases of infringement.”  
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• TMCH also provides TM monitoring and defensively blocking registrations through 
additional third-party services (Domain Protected Marks Lists). 

 

Online Content Regulation 

Broadcasting Services Amendment (Online Services) Act 1999 (Cth) – inserted s 5 into 
Broadcasting Services Act 1992 – system of co regulation by government and industry  

Roles of public and ACMA 

• Essentially activated by complaints received from the public  
• ACMA’s duty once a complaint is made differ: 

o For content hosted in Australia 
o For content hosted outside Australia 

Online Content Scheme under sch 5 and 7 regulates illegal and offensive online content through 
a complaints based mechanism. The objective is to protect consumers, particularly children. 
From exposure to inappropriate or harmful material 

Distinction between content hosted within and outside Australia 

• Prohibited content cannot be hosted on the internet and must be taken down on notice 
from the ACMA 

• Infringing content hosted outside Australia is to be managed through the supply of 
filtering software to end users 

• Where content is hosted in AUS and is found by the ACMA to be prohibited, the ACMA 
has the authority to direct the relevant content service provider to remove the content 
from their service 

• Where content is not hosted in AUS and is prohibited, the ACMA will notify the content 
to the suppliers of approved, so that access to the content using such filters is blocked 

• Regardless of where the content is hosted, if the ACMA considers the content to be of a 
sufficiently serious nature to warrant referral to a law enforcement agency, it must notify 
a member of the Australian police force 

 

‘internet content’  

• Information that is kept on a data storage device and is accessed or available for access 
through an internet carriage service sch 5 cl 3 

• Includes material on WWW, posting on newsgroups and bulletin boards 
• Excludes ordinary email or information transmitted in the form of a broadcasting service  

‘Internet service providers’ 
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• Cl 8 – for the purposes of this sch, if a person supplies or proposes to supply, an internet 
carriage service to the public that person is an internet service provider 

• Declared internet service providers – the Minister may, by written instrument, declare 
that a specified person who supplies, or proposes to supply, a specified internet carriage 
service is an internet service providers for the purposes of this Sch. A declaration under 
this subclause has effect accordingly  

‘internet content host’ 

• Person who does or proposes to host Internet content in Australia sch 5 cl 3 

‘prohibited content’ 

• Is classified as: 
o Refused classification (RC) 
o X18+(sexually explicit material) 
o R18+(materially legally restricted) 

• Guidelines for the Classification of Films and Computer Games, made pursuant to the 
Classification (Publications, Films and Computer Games) Act 1995 s 12 

Clause 23 – Public Complaints 

• If a person has reason to believe that an internet service provider: 
o Has contravened a code registered under p 5 of this Sch that is applicable to the 

provider 
o Has contravened an online provider rule that is applicable to the provider: the 

person may make a complaint to the ACMA about the matter 

Clause 26 – Investigation of complaints 

• ACMA must investigate a complaint under Div 1 
• However the ACMA need not investigate the complaint if: 

o They are satisfied the complaint is 
§ Frivolous 
§ Vexatious 
§ Not made in good faith 

o They have reason to believe that the complaint was made for the purpose, or for 
purposes that include the purpose, of frustrating or undermining the effective 
administration of this Sch 

Action to complaint about prohibited content hosted inside Australia 

• If ACMA satisfied that the internet content hosted inside AUS is prohibited, it must give 
the internet content host a written notice directing the ICH not to host such content 

• Take down notice cl 30 
• ACMA can defer issuing take down notice if it would prejudice criminal investigation cl 

31 

Recognised alternative access prevention arrangement – cl 40(4)-(5) 



27 

• An internet service provider is not required to comply with a standard access prevention 
notice in relation to a particular end user if access by the end user is subject to a 
recognized alternative access prevention arrangement that is applicable to the end user 

• The ACMA may by written instrument, declare that a specified arrangement is a 
recognized alternative access prevention arrangement for the purposes of the application 
of this Division to one or more specified end users if the ACMA is satisfied that 
arrangement is likely to provide a reasonably effective means of preventing access by 
those end users to prohibited content and potential prohibited content 

Co-regulation – Internet Industry Association – Communications Alliance 

• Australia’s IIA was formed in 1995 and together with ACMA established governance 
based on co regulation, development of codes of practice for ISPs 

• IIA closed down in 2014 – Communications Alliance, telecoms self regulatory body 
• Combination of statutory law and industry self regulation 

Statutory obligations of access providers 

• Access providers must take reasonable steps to prevent end uses from prohibited RC and 
X18+ content that is hosted outside Australia by notification of ACMA – s 40(1) 
Broadcasting Services Act 1992 (cth) 

• No definition of reasonable steps  
• S40(2) steps that are commercially and technically feasible 

Duty to take reasonable steps 

• Cl 60 of BSA – Duty to take reasonable steps under cl 40 shall not apply if the matter is 
subject to an arrangement that is declared by a self regulatory industry code or standard  

• Known as designated alternative access prevention arrangements 
• S60(6) such an alternative arrangement can include regularly updated content filtering 

software  

BSA sch 5 – Industry Codes 

• Bodies and associations that represent the Internet service provider section of the Internet 
industry may develop industry codes 

• The ACMA has a reserve power to make an industry standard if there are no industry 
codes or if an industry code is deficient  

• The ACMA may make online provider determinations regulating internet service 
providers 

Role of Industry – Associations representing internet service providers 

• Sch 5 – option to create voluntary codes for ISPs 
• Clause 60(1) of BSA lists matters that must be dealt with by industry codes and standards 
• Need to establish procedures regarding content and provide information to customers 
• Comms Alliance has a variety of codes 

Content Codes – ICH and ISP, and Mobile Carrier 
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• Comms Alliance Content Codes apply to Internet material and internet content accessed 
through mobile phones 

• Comms Alliance only regulates Aust based members of the CA who provide mobile 
content hosted on servers within Aust to end users 

• However, as mobile carriers have more control over content that is available through their 
service than ICHs or ISPs the approach differs 

Server level filtering: 

• In 2009 Government announced plans to enact new legislation that will oblige access 
providers to deploy content blocking within their networks 

• Plan – ISP level filtering of a defined list of URLs – can be done with negligible impact 
on internet speed 

• ACMA – Blacklist – ACMA Media Release 2009 
• Raises issues of what constitutes proper censorship and preservation of freedom of 

speech 

Rules, offences and immunities 

• Take down notices 
• Access prevention notices 
• Mandatory compliance notices 
• S 91 

Criminal Provisions 

• CC 1995 (Cth) 
• Liability of ISPs and Internet content hosts 

Internet Gambling 

• Interactive Gambling Act 2001 (Cth): 
• Prohibits interactive gambling services from being provided to customers who are 

physically in Aust – Part 2 
• Encourages the development of an industry code – Part 4 (Internet Gambling Code 2001 

orig. IIA now CA) 
• Establishes complaints system wrt prohibited services – Parts 3-7 
• Prohibits advertising of interactive gambling services – Part 7A 

Permitted Activities 

• Exclusions include: 
o Telephone betting 
o Online wagering (betting on horses and dogs and sports etc.) 

§ But bets may not be accepted after event has started. Hence cannot be ball- 
by -ball type betting) 

o Gaming in a public place – Permits the use of poker machines linked to the 
Internet 
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o Most types of online lotteries – However instant electronic and scratch lotteries 
not permitted 

•  

 

 

 

Week 8 – IT Aspects of Copyright Law Part I 

Copyright Amendment (Online Infringement) Act 2015 (Cth) 

S 115A Injunctions against carriage service providers providing access to online locations 
outside Australia 

(1) The FC of Australia may, on application by the owner of a copyright, grant an injunction 
referred to in subsection (2) if the Court is satisfied that: 

a. A carriage service provider provides access to an online location outside Australia 
b. The online location infringes, or facilitates an infringement of, the copyright 
c. The primary purpose of the online location is to infringe, or to facilitate the 

infringement of, copyright (whether or not in Australia) 

(5) in determining whether to grant the injunction, the Court may take the following matters into 
account 

(a) the flagrancy of the infringement, or the flagrancy of the facilitation of the 
infringement 

(b) whether the online location makes available or contains directories, indexes or 
categories of the means to infringe, or facilitate an infringement of, copyright: 

(c) whether the owner or operator of the online location demonstrates a disregard for 
copyright generally 

(e) whether disabling access to the online location is a proportionate response in the 
circumstances  

(f) the impact on any person, or class of persons, likely to be affected by the grant of the 
injunction 

(g) whether it is in the public interest to disable access to the online location 

Roadshow Films Pty Ltd v Telstra Corporation Ltd [2016] FCA 1503  

• Roadshow Films applied to the FC for a s 115A injunction against SolarMovie, or an 
overseas website providing unauthorized online streaming of films and TV shows 

• Foxtel filed its case against the same ISPs, applying for a s 115A injunction against 
websites TPB, Torrentz, isoHunt and TorrentHound 
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• Court held that the ISPs must take reasonable setps to disable access to the named 
websites, including by DNS blocking, IP address blocking and/or URL blocking, and 
reroute any connection attempts to a webpage 

• Applicants to pay costs of blocking based on reduced figure  

General principles – what material attracts copyright? 

• Copyright Act 1968 (Cth) 
• Protection of original material 
• Protection of expression not ideas or functions 
• Two categories of protected materials – Part III works and Part IV subject matter other 

than works 
• Works (Pt III works) – literary, musical, artistic, dramatic 
• Subject matter other than works (Pt IV material) – sound recordings, films, sound and 

television broadcasts and published editions of works  

Literary work  

• Literary work includes table and compilation 
• Category of literary works was extended in 1984 to include ‘computer programs’ 
• The definition of literary work in s 10(1) includes a computer program or a compilation 

of computer programs 
o Is defined to be a set of statements or instructions to be used directly or indirectly 

in a computer in order to bring about a certain result 
o Part III works: 

§ Reproduce work in material form – s 31(1)(a)(i) 
§ Publish work – s 31(1)(a)(ii) 
§ Perform work – s 31(1)(a)(iii) 
§ Communicate the work to the publics – s 31(1)(a)(iv) 

Rights of Copyright owner – Pt IV 

• Essentially: 
o Right to make copy 
o Right to cause it to be heard or seen in public  
o Right to communicate to the public 

 

Infringement of copyright 

• Indirect infringement 
o Importation w/o licence and with requisite mental element  ie importer etc knew 

or ought to reasonably to have known that the item would breach copyright if 
made in Aust – s 37, 102 

o Dealing with infringing copies w/o licence and with requisite mental element (s 
38, 103)  

Right to communicate to public  
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• Of special interest in digital environment. One of the exclusive rights of copyright owners 
• What constitutes infringement of this right? 
• Communicate is defined as to make available online or electronically transmit a work or 

other subject matter s 10(1) 
• What constitutes public 

o Telstra Corporation v APRA (1997) 
§ Sued for playing music when customers were put on hold without paying 

any royalties or registered any permissions to play the music 
§ The court held that Telstra was communicating the music to the public and 

this did represent a copyright infringement  
o APRA v Monster Communications [2006]  

§ Electronic transmission of ringtones to iPhone, violated the copyright 
holders right to communicate to the public 

Nature of communication right 

• Right to communicate is an important exclusive right of the copyright owner in the digital 
environment 

• Right to communicate added by 2000 amendments 
• Copyright (Digital Agenda) Act 2000 (Cth) 
• Communicate – make available online or electronically transmit ( s10(1)) 
• Technology neutral – provisions not limited to specific types technologies  

Who can be liable – s 22(6) 

• A communication can only be made ‘by the person responsible for determining the 
content of the communication 

• Makes it clear that person who merely browses or accesses material is not making a 
communication to the public 

• Potential to protect ISPs, carriers and carriage service providers from liability  
• S 22(6A) – for the purposes of s 22(6), a person is not responsible for determining the 

content of a communication merely because they take one or more steps for the purpose 
of gaining access to what has been made available online by someone else, or receiving 
electronic transmission of which the communication consists 

• Universal Music Aust Pty Ltd v Cooper (2005) 150 FCR 1 
o There was no downloading or transmission of the sound recordings from the 

Cooper website, and Cooper had not communicated them to the public. 
Additionally, Cooper could not have been said to have created the content of the 
remote websites from which the communication took place 

Substantial reproduction 

• Infringement occurs when a substantial part of the copyright material has been used. 
What constitutes substantial part? 

• In the digital environment, of special interest in the application of the concept to 
television broadcasts? 
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Databases 

• Raw data not protected per se 
• However, where data is selected and arranged may constitute compilation within Act 
• Definition of literary work includes tables and compilations  
• Desktop Marketing Systems Pty ltd v Telstra Corporation [2002] FCAFC – Consider 

o Did Telstra have copyright in a telephone directory produced on a CD? 
o Test – has there been sufficient work, effort or expense in gathering the 

information 
o FC – rejected US creativity requirement test. Hence Australian courts have a 

lower test for originality. If ‘sweat of brow’ there is originality even in the 
absence of creativity  

• IceTV v Nine Network Aust (2009) – HC reconsideration of issue  
o Desktop needs to be treated with care 
o Emphasis on examining creativity or ‘quality’ of what is copied 

• Telstra Corp v Phone Directories Co (201) 
o Consideration of compilation from databases 

Copyright protection of computer software 

• Development stages of software 
o Having an idea about the functions to be performed  
o Determining specifications needed to perform functions – menus, commands, 

screen displays  
o Organizing structure, sequence and organization of functions 
o Writing steps required for each function in algorithms or pseudocode 
o Writing source code to implement the steps compiling the source code into object 

code 
§ Is protected as part of computer programs 
§ Both are forms of expression of the idea 
§ Difference – source code is human readable and object code is machine 

readable  
§ A software program, a compiler, translates source doe into object code 

Reverse Engineering 

• Do you infringe if you get a program, just use it and write your own source to perform 
the same functions 

• Answer – no, if you have not copied the original source code or object code but have only 
copied function. Reason – mere functions ideas are not protected 

 

Copying parts of software 

• How much can you copy? – infringement occurs when there is substantial reproduction – 
s 14(1)  

• What is substantial  
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Autodesk Inc v Dyason (No 2) (1993) 25 IPR 33 (Forder 150-151)  

Copyright protection of Video Games 

• Computer program may be literary work under Part III 
• The images of the game may be protected as a film under Part IV 

What about decompiling? 

• Most of the time using a program cannot tell you how it work 
• Can you decompile to see how its source code works? 
• Decompilation is generally an offence unless you fall within one of three exceptions 
• Is permissible to: 

o Make another program connect to it or operate with it (the interoperability 
exception): s 47D 

o Correct errors in the original program: s 47E 
o Test the security of the program: s 47F 

•  

IT Aspects of Copyright Law Part II 

Websites 

• Text on screen may also be literary works 
• Music playing in background may be musical work 
• Screen displays may be artistic work 
• The website as a whole may also be protected as a compilation 
• Weller v Smith [2016]  

o Wellers started Crazy Town Parties, renting party supplies in QLD and found a 
competitor ‘CrazyTownBrisbane’ on eBay that was selling a jelly product for 
wrestling, accompanied by one of the Wellers photographs 

o Jarrett J found that Mr Smith had clearly infringed copyright in three photographs 
taken by the Weller brothers 

o Jarrett J – downloading or copying images from webpages on the internet is any 
easy thing to do. There is a need to send a clear message that doing so and using 
the images for commercial gain is…piracy and that an infringer ought to be 
treated accordingly  

o $20,000 in additional damages because of the flagrancy of the copyright 
infringement  

Liability on the basis of authorization 

• liability is also attracted if a party authorizes another to infringe copyright 
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• the right to authorize others to use material is one of the exclusive rights of the copyright 
owner. Hence if someone does this w/o authorization it amounts to infringement 

• see Cooper v Universal Music Aust Pty Ltd (2006) FCAFC 187 

Peer to peer file sharing cases raising issue of authorization 

• A&M Records v Napster (9th Cir 2000) 
o Napster operated as filing system allowing users to locate songs on the Internet 
o Napster Inc had a central repository to co-ordinate file sharing 
o Never copied or sent files. It merely pointed to where users could access copied 

files 
o Napster Inc sued on basis of vicarious or contribution to copyright infringement 

• KAZAA – Universal Music Australia v Sharman Licence Holdings (2005) 
o 10 respondents involved in development, marketing and supply to the public of a 

file sharing program known as Kazaa 
o ation brought in relation to 98 sound recordings 
o issue – had the respondents (individually or jointly) authorized kazaa users to 

infringe the applicant’s copyright? 
o Court – 6 out of 10 respondents had authorized users to infringe on the applicant’s 

copyright. Users of Kazaa had infringed the respondent’s copyright in the sound 
recordings by making copies of those sound recordings 

o Kazaa had warnings on its website and terms in the end user agreement 
prohibiting file sharing of copyright files. Court found it relevant thtat 
respondents knew that these devices were not working and that the Kazaa system 
was being used for the sharing of copyright files 

o Respondents may not have been liable if they had undertaken technical measures 
such as keyword filtering to curtail file sharing 
 

• iiNet Case 
o Legal battle over preliminary discovery – request by Dallas Buyers Club LLC to 

obtain customer information from iiNet and other ISPs 
o Dallas Buyers Club LLC applied to obtain the personal details and IP addresses of 

4,762 customers who had illegally downloaded the film 
o Court ordered disclosure of this information subject to certain conditions April 

2015 decision  
o Justice Perram has required to see content of letters to ensure that it is not an 

exhortation situation as happened in the US 
o February 2016 - Deadline passed for Dallas Buyers Club to lodge any further 

appeals and law firm confirmed the matter is being dropped 

Liability of ISPs 

• What constitutes authorization? 
• Sony Corporation of America v Universal City Studios 

S 36(1A) and 39B 
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• 39B – protection for blameless intermediaries 
• Cooper v Universal – consideration of its affect 
• S 36(1a)(c) and s 101(1A) – in considering liability of intermediary, court has to 

determine if person took reasonable steps to prevent or avoid infringement  

Permitted activities wrt Internet – Copyright Amendment (Digital Agenda) Act 2000 – 
introduced provisions permitting making of temporary copies and caching, which are part of 
technical process of making or receiving a communication 

Copyright in work or adaptation not infringed by temporary copy made in process of making or 
receiving a communication – s 43A and 111A(1) 

Copyright in Pt III and Pt IV subject matter is not infringed by temporary reproduction or 
copying which is made incidentally as necessary part of technical process of using copyright 
materials – s 43B and s 111B(1) 

Linking 

• HREF links from a website to another linked website is not an infringement 
• Unlikely there will be copyright in the URL electronic address for the linked site 
• However if the linking involves providing summaries of the information found on the 

linked page, it is likely to be an infringement 
• Google ordered to remove articles, graphic images and photographs from Belgian 

newspapers from its Google News website, November 2006 
• Universal Music v Cooper 

o Provision of hyperlinks to mp3 files on remote websites. Remote websites 
contained infringing material. Users downloaded infringing material from remote 
sites, not from Cooper’s site. In such circumstances Cooper had not 
communicated material to the public. Not breach of communication right of 
copyright owner 

Anti-circumvention laws 

• Copyright Amendment Act 2000 – amended Copyright Act – introduced laws prohibiting 
the circumvention of technical protection measures (TPMs) applied by copyright owners 

• S 116A of Copyright Act – civil liability for dealings in circumvention devices or 
services 

• 2006 Act – set up the TPM scheme – s 116AK-AQ (civil liability) and s 132APC-APE 
(criminal liability) 

• TPM Scheme creates both civil and criminal liability where a person: 
o Circumvents an access control TPM measure (technological protection measure) 
o Manufactures or deals in circumvention devices 
o Provide a circumvention service 
o Access control TPMs – tech protection measure means a device, product or 

technology that controls access to the work or other subject matter s 10(1) 
• Exceptions: 

o Acts done with permission of copyright owner 
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o Where circumvention was done with sole purpose of achieving interoperability in 
specified circumstances  

o Encryption research 
o Computer security testing  
o Protection of online privacy  
o Law enforcement and national security 

Restrictions to exclusive rights of copyright owners 

• Fair dealing for purpose of research and study 
• Statutory licences – if arrangement in place, not breach for organization to use copyright 

material  
• Other fair use type provisions: 

o Copyright Amendment (CP) Act 1999 – permits backup copies for limited 
purposes and reverse engineering to ensure interoperability with another device or 
computer or for security test 

• Fair dealing for 
o Research or study 
o Criticism or review 
o Parody or satire  
o News reporting 
o Judicial proceedings or giving legal advice  

Taylor v Sevin [2014] 

• Web based travel agency, Home Away Travel, used photographs it found online in its 
promotion of Hawaii, these photographs belonged to Vincent Khoury Taylor who runs an 
online stock image library 

• The court found that Sevin’s conduct was reckless and that recklessness is a recurring 
element in today’s digital infringement  

• Additional damages were awarded because Sevin’s conduct which was described as afar 
from exemplary  

Statutory licences 

• Permit educational institutions and institutions assisting persons with print or intellectual 
disability to copy and communicate material  

• Condition – equitable renumeration 
• 2006 amendments expanded uses of materials by educational uses of online material  

Time-shifting, device shifting and format shifting – permissible acts 

• time shifting – can record televisions or radio broadcast so as to watch/listen at a more 
convenient time 

• device shifting – owner of a copy of a sound recording can make a copy to use on another 
device  

• format shifting – owner of copyright materials in certain forms (books and films etc) can 
make a copy of the material in a different form 
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• above permissions do not apply if the earlier or later copy is sold or hired. Also making 
of multiple copies not allowed  

Singtel Optus v NRL Investment [2012]  

Moral rights 

• personal rights belonging to creators of copyright material 
• the right of attribution 
• the right of integrity – right to object to distortions or derogatory acts in relation to work 

 

 

 

 

 

 

 

Internet Crime 

Cybercrime Act 2001 (Cth)  

S 476 – computer offences – definitions  

• Electronic communication, access, impairment and modification of data s 476.1 
o Access meant: 

§ (a) the display of the data by the computer or any other output of the data 
from the computer 

§ (b) the copying or moving of the data to any other place in the computer or 
to a data storage device 

§ (c) in the case of a program – the execution of the program 
o impairment includes 

§ (a) prevention of any such communication 
§ (b) impairment of any such communication on an electronic link or 

network used by the computer; but does not include a mere interception of 
any such communication 

o modification 
§ (a) alteration or removal of the data 
§ (b) addition to the data 

• Meaning of unauthorized accessed, modification or impairment s 476.2 
o (a) access to data held in a computer 
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o (b) modification of data held in computer (c) impairment 
o (d) impairment as per (d) above 

• Meaning of serious offence: an offence that is punishable by imprisonment for life or a 
period of 5 or more years – 476 (9) 

• Conduct of person s 476.2(4) 
o (a) a person causes any access, modifications or impairment of a kind mentioned 

in that ss and 
o (b) the person does so under a warrant issued under the law of the Cth, a State or 

Territory or an emergency authorization; the person is entitled to cause that 
access, modification or impairment  

§ no definition of person who is entitled  
§ no definition of substantially contributes to it 

Computer offences: 

• division 477 – serious computer offences 
o Elements  

§ (a) the person causes 
• (i) any authorized access to data held in a computer 
• (ii) any authorized modification of data held in a computer 
• (iii) any authorized impairment of electronic communication to or 

from a computer 
§ (c) the person who knows the access, modification or impairment is 

unauthorised 
§ (d) the person intends to commit, or facilitate the commission of, a serious 

offence against a law of the Cth, a State or Territory by the access, 
modification or impairment  

§ prosecution need not prove that defendant knew that the offence was an 
offence against a law of the Cth, State or Territory or a serious offence (3) 

§ (6) a person is guilty of offence against this section is punishable, on 
conviction, by a penalty not exceeding the penalty applicable to the 
serious offence 

§ (7) person may be guilty of an offence against s 477.1 even if the 
commission of the serious crime was impossibke 

§ serious offence means an offence that is punishable by imprisonment for 
life or a period of 5 or more years (9) 

o 477.2 unauthorised modification of data to cause impairment 
o 477.3  unauthorised impairment of electronic communication 

• division 478 – other computer offences 
o 478.1 (3) restricted data means data: 

§ held in a computer  
§ to which access is restricted by an access control system associated with a 

function of the computer 
• Overlap b/w s 477 and s 478 – the activity of modifying of data in a password protected 

area can constitute a crime under both of these 
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• 478.3 possession or control of data with intent to commit a computer offence 

R v Boden (2002) QCA 164 

• hacking into a waste management computer system and released millions of litres of 
sewage into a water system 

• misuse of confidential information over some weeks 
• could be inferred that conduct was calculated to cause disruption 

Salter v DPP 

• Police officer accessed the COPS system and looked at 22 screens of different data 
during an 11 minute period.  

• The information on the screens was not relevant to any current investigation then being 
undertaken by the NSW Police Service. 

• Salter argued she was not “unauthorised” because he had authority to access COPS. The 
Judge rejected this argument and said she only had authority to access COPS only if it 
was in furtherance of a task required of him in the discharge of his duties as a police 
officer. 

DPP v Murdoch (1993) 

• A bank employee accessed the bank computer to enable himself to overdraw his own 
account. He was found to have entered the computer system without lawful excuse 

Gilmour v DPP (1995) 

• An employee of the Australian Tax Office used his access via a password and user ID to 
the Tax office computer. He made entries granting 19 tax-payers relief from obligations 
without the required authorisation from his superior to do so.  

Financial Information Offences 

• 480.4 Dishonestly obtaining or dealing in personal financial information 
• 480.2 dishonesty  

Cyberterrorism  

• R v Boden 
• Meaning of cyberterrorism 
• New pt 5.3 of Crimina Code Act – terrorism  
• S 100.1(1) Defintion 

o terrorist act means an action or threat of action where: 
o (a)  the action falls within subsection (2) and does not fall within subsection (3); 

and 
o  (b)  the action is done or the threat is made with the intention of advancing a 

political, religious or ideological cause; and 
o  (c)  the action is done or the threat is made with the intention of: 
o  (i)  coercing, or influencing by intimidation, the government of the 

Commonwealth or a State, Territory or foreign country, or of part of a State, 
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Territory or foreign country; or (ii) intimidating the public or a section of the 
public. 

Interception – Real time communication  

• listening or recording w/o knowledge of person making the communication s 6(1) 

Access – stored communication 

• It is an offence to access or authorise access to a stored communication without the 
knowledge of the maker of the intended recipient. 

• “stored communication”  - held in equipment operated and owned by the carrier. Eg 
stored emails and short message services (SMSs) held on equipment on 
telecommunications service provider 

Carriers, CSPs and ISPs 

• Carrier – An entity that owns telecommunications facilities and uses them to supply 
services to CSPs and also to the public. Carriers are licensed under the 
Telecommunications Act and are regulated by Australian Communications and Media 
Authority (ACMA) eg Telstra. 

• Carriage service providers – An entity that uses a carrier’s facilities to supply 
telecommunications services to the public. 

• Internet Service Provider – A type of CSP that provides access to the Internet using a 
carrier's facilities to the public. 

Reasonably necessary 

• Interception and access must be reasonably necessary for the enforcement of the criminal 
law 

• However requirement does not apply to requests by ASIO 

Telecommunications Offences  

• S 474.6 interference with facilities 
• S 474.14 using a telecommunications network with intention to commit a serious offence 
• S 473 – serious offence for telecommunications offences means… 
• S 474.22 using a carriage servie for child abuse material 
• S 474.23 possessing, controlling, producing, supplying or obtaining child abuse materials 

for use through a carriage service 
• S 473.1 child abuse material 
•  
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Consumer Protection on Internet 

ACCC v Valve Corporation (No 3) [2016] 

• Valve owns and operates an online computer game distribution platform known as Steam 
• The terms and conditions of its Steam Subscription Agreements (SSAs) 

o Consumers had no entitlement to a refund from Valve for and digitally 
downloaded video games 

o Valve had excluded, restricted or modified statutory guarantees and/or warranties 
of acceptable quality  

• Valve argued: 
o Its conduct did not occur in AUS and that it does not carry on business in AUS so 

the ACL did not apply 
o Submitted that it does not supply goods within the meaning in ACL s 2(1) 

• Court rejected both 

SPAM 

• Unsolicited email of a commercial nature  
• Concerns from consumer law perspective – slows down computer systems of recipients, 

and leads to loss of productivity of recipient as recipient wrt reading and deleting 
• May also be method of carrying out internet crimes such as fraud  
• Spam Act 2003 s 16(1) – person must not send or cause to be sent a commercial 

electronic message with an Australian link that is not designated commercial e message 

Electronic Message – s 5(1) is a message sent: 

• Using: 
o (i)  an internet carriage service; or  
o (ii)  any other listed carriage service; and (b)  to an electronic address in 

connection with:  
o        (i)  an e-mail account; or  
o        (ii)  an instant messaging account; or  
o        (iii)  a telephone account; or  
o        (iv)  a similar account.  

• Commercial s (6)(1)(a)-(c) 
o Types of messages regarded as commercial include a message whose purpose is 

to: 
§ Offer to supply goods or services 
§ Advertise or promote goods or services 
§ Offer to provide business or investment opportunity 
§ Advertise or promote a business or investment opportunity 

Australian Link 
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• Not hypertext or technical link 
• Link in terms of substantive connection to Australia by virtue of fact message has some 

form of Australian origin 
• Section 7 outlines various forms of links 

Designated commercial electronic message – Sch 1 

• Contains no more than factual information 
• Sent by govt body, registered political party, religious association, charity or educational 

institution  
• Regulations provides it with designated status – allows easy addition of new categories  

Address – Harvesting  

• Searching the internet for electronic addresses and collecting, compiling and capturing 
these s 4 

• S 20 – prohibits party from supplying or offering to supply addressing – harvesting 
software, address harvesting lists or licences to use them 

• Prohibition applies both supplier and recipient 
• Prohibition does not apply where supplier had no reason to suspect that customer 

intended to use the list or software in connection with the sending of commercial 
electronic message in contravention of s 16 

Remedies: 

• ACMA oversees act 
• Offending party may be ordered to pay compensation 
• Fed Ct may order pecuniary penalty be paid by offending party to Cth 
• Injunction and specific performance 

 

Illustrative case – ACMA v Clarity1 (2006) – Spam Act sometimes said to be more cosmetic and 
substantive 

The ACL 

• Number of sections in the new ACL can protect consumers in online transactions 

Effect of changes: 

• Expansion of civil offences for consumer protection violations 
• Establishment of national scheme of consumer guarantees which replaces implied 

conditions and warranties provisions in TPA and State and Territory legislation 
• Establishment of national consistent scheme for product safety, product recalls and 

product liability  

Purchase of goods or services by consumer 

• ACL governs purchase of goods or services by consumers 
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• Consumer – defined in terms of the transaction and hence includes businesses acquiring 
goods or services for purposes other than resupply 

 

Consumer – s 3 

(1)  A person is taken to have acquired particular goods as a consumer if, and only if:  

                     (a)  the amount paid or payable for the goods, as worked out under subsections (4) 
to (9), did not exceed:  

                              (i)  $40,000; or  

                             (ii)  if a greater amount is prescribed for the purposes of this paragraph--that 
greater amount; or  

                     (b)  the goods were of a kind ordinarily acquired for personal, domestic or 
household use or consumption; or  

                     (c)  the goods consisted of a vehicle or trailer acquired for use principally in the 
transport of goods on public roads. 

 

Misleading or deceptive conduct – s18(1) 

Director of Consumer Affairs Victoria v Gibson [2017] 

• To support her app and book, Annabelle Gibson, claimed she had been diagnosed with 
brain cancer while pregnant and four months to live, but was able to heal herself by 
rejecting chemotherapy and healed herself with ‘natural’ food and lifestyle.  

• This ‘journey of natural healing’ was published in a book called “The Whole Pantry” 
where proceeds of sales of the app and the book would be donated to charities.  

• She later admitted in an interview that she had never had cancer and it was determined 
that none of her proceeds when to charity 

• Test – assessment of communication on hypothetical member of target group 

Level of expertise of members of group 

• Assessment includes members of group who have less than average expertise or 
education but not those who fail to take adequate steps for the protection of their own 
interests – Taco Company of Australia v Taco Bell (1982) 

False or Misleading Reps about G/S 

       (1)  A person must not, in trade or commerce, in connection with the supply or possible 
supply of goods or services or in connection with the promotion by any means of the supply or 
use of goods or services:  

                     (a)  make a false or misleading representation that goods are of a particular 
standard, quality, value, grade, composition, style or model or have had a particular history or 
particular previous use; or  
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                     (b)  make a false or misleading representation that services are of a particular 
standard, quality, value or grade; or  

ACCC v Google 

• Australian Competition and Consumer Commission v Google – Single judge of Fed Ct 
• Google v Australian Competition and Consumer Commission– Full Fed Ct 
• Google v Australian Competition and Consumer Commission, High Court, 6 April 2013 

Public Policy Grounds against Imposing liability on intermediaries 

• Any regulation of internet commerce needs to be careful to avoid being unduly intrusive 
and not impose inappropriate levels of cost that would stifle critical innovation and 
potential economic growth 

• Lessig also famously cautions against regulation that would compromise the end-to-end 
(E2E) structure of the internet and thereby restrict future innovation 

• Countervailing the public interest in supporting innovation. Competition and growth is 
the need to protect the interests of ordinary and reasonable online consumers 

• Gatekeeper rationale  
• Least cost avoider liability  

Veda Advantage v Malouf Group Enterprises [2016] 

• Malouf bought advertisements for its business on Google search results pages using the 
Google AdWords program advertising that his agency could “fix your VEDA history”. 

•  VEDA in class 36 as a trade mark  for financial services 
• Katzmann J held that Malouf’s purchase of keywords using VEDA did not infringe 

Veda’s trade marks 
o Malouf was just selecting the keywords and providing them to Google and not 

using them to distinguish its services from those of other providers.  
o The keywords were available not just to Malouf but his competitors 
o The keywords can not be said to distinguish goods and services because they are 

invisible to consumers,  

ACCC v Allergy Pathway (No 2) [2011]  

• Individuals and companies may also be liable for content posted by third parties  
• When misleading and deceptive testimonials were posted to a company’s FB and Twitter 

pages, a company will be held responsible for third party comments if it knew of them 
and made a decision not to remove them 

Passing off 

• Act of passing off involves on trader passing off their goods/services as those of another 
well known trader thus leveraging off the goods will attached to this traders reputation, 
name or brand 

• Erven Warnink v Townsend & Sons (Hull) Ltd  [1979] AC 731 
o Representation by trader in course of trade 
o Representation made to customers or prospective customers of that trader 
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o Reasonable foreseeable that the representation would cause damage to the 
business or goodwill of the trader by whom the action is brought 

 

 

Internet Security 

Open Nature of Internet 

• Packet switching tech – communications into small packets that travel independently and 
are reassembled upon arrival at their destination 

• Transmission control protocol (TCP) controls division and reassembly of packets 

Open network 

• The IP ensures that all the packets arrive at the intended destination 
• Internet not designed to protect security of packets – traffic passes over many routers 

under control of various parties 

Electronic communications or signatures 

• Electronic Transactions Act 1999 
• Adopts functional equivalent (electronic and paper signatures equivalent) 
• Adopts functional equivalent (electronic and paper signatures equivalent) 
• Same laws apply irrespective of technology, often leading to broad, general provisions in 

legislation 

Term used is electronic communication – information in form of data, text, images or speech 
communicated by means of electromagnetic energy: s 5(1) 

Authentication by digital signatures 

• Encryption can provide digital signatures that ensure authenticity 
• Two types of encryption systems 

o Symmetric key cipher 
§ Both parties use same key 
§ Method travels with an encoded key. The recipient decodes the message 

using the key 
§ Problem – security of the key  

o Public key cryptography 
§ Similar to symmetric key cipher system both now asymmetric – two keys 
§ Public and private key 
§ Public key cryptography is supported by PKIs – public key infrastructure 
§ Party can encode with public key and send to a recipient who decodes 

with private key 
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§ Alternatively – party can encode with private key and send to a recipient 
who decodes with public key 

One way hash function 

• Encryption systems essentially only protect the material in the message that has been 
encoded 

• Try to protect the integrity of the whole message 
• Operates like a fingerprint and can pick up if message has been changed 

Authenticating of identity 

• Methods, by 
o References to information held by user – credit card details or smart card or 

private key linked to public key or password  
o Biometric identifier – reference to unique identifier of user – DNA, retina, 

fingerprint 

Regulation of financial system 

• Payment systems governed by general supervisory powers of the RB 
• The Payment Systems Board (PSB) set up by RB to advise on payment systems 
• ASIC 
• APRA also has roles re banks, insurance companies and bodies administering super funds 

Ensuring security of payment  

• Electronic Funds Transfer Code of Conduct (EPT Code) 
o Originally developed in 1991 to govern ATMs and EFTPOS transactions 
o Expanded in 2002 to cover all electronic funds transfers 

§ Internet banking 
§ Telephone banking 

Unauthorised use of credit and debit cards 

• EFT Code s 5 – outline situations where card holder not liable for unauthorized use of 
card 

• Fraud or negligence of account institution agent or employees 
• Access method has been forged, is faulty or has expired or been cancelled 
• Cardholder may be liable up to time of notification if they contributed to loss by being 

poor card security or delayed notifying 
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Privacy 

Potential Threats to Privacy in the Digital Age 

• Big data – digital technologies enable mass data collection and dissemination of 
information. This had led to a proliferation in the use and transmission of personal 
information 

• Data mining, use of powerful search engines to search and retrieve material 
• Popularity of social networking sites such as Instagram, FB – provision of personal 

information on profile pages. Widespread use of digital and mobile phone cameras 
• Increased reliance on e-commerce – without adequate security – threats as to credit card 

information 
• Increasing sophistication of malware – cookies, web bugs and spyware  
• Concerns as to national security prompting intrusive laws – metadata collection 

 

No general right to privacy 

• ABC v Lenah Game Meats  
• Victoria Park Racing and Recreational Goods v Taylor (1937) 

Basis of privacy protection 

• Protection of privacy emanates from a combination of Cth, State and Territory 
legislation, the action for breach of confidence and contract law 

• Primary legislation – Privacy Act 1988 
• APPs – important to the protection of digital privacy  

The law reform discourse 

• FYI: Australian Privacy Law and Practice (ALRC Report 108) 
• The ALRC, Serious Invasions of Privacy in the Digital Era, Final Report 123, 2014 

o Envisages two types of invasion of privacy 
§ Intrusion upon seclusion, such as physically intruding into the plaintiff’s 

private space or by watching, listening to or recording the plaintiff’s 
private activities or private affairs 

§ Misuse of private information, such as by collecting or disclosing private 
information about the plaintiff 

• Problems with present governance framework 
• Digital surveillance 
• Harassment 
• Recommendations for reform 
• Suggests statutory cause of action for serious invasion of privacy  
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Australian Privacy Legislation 

• Privacy Act 1988 (Cth) 
o Applies to designated agencies and organisations – called APP entities 
o Not applicable to activities of individuals in their personal capacity  
o APP entities 

§ Most government organisations 
§ Private sector organisations with an annual turnover of $3 million or more 
§ Also certain other credit reporting organisations and organizations which 

handle health information 
o Perceived limitations of Act 

§ Governs the use of personal information 
§ Does not govern privacy of communications 
§ Only applies to living individuals not those who are deceased  

o S 6 – personal information 
§ Information or opinion (including info or opinion forming part of a 

database) whether true or not, and whether recorded in material form or 
not, about an individual whose identity is apparent, or can reasonably be 
ascertained, from the information or opinion  

o ‘record’ – E v Retail Organisation [2007] PrivCmrA 7 
§ data on the hard drive of a computer was a record and was personal 

information. Fact that the organization had not intended to collect the 
personal information was irrelevant  

o three primary mechanisms: 
§ 1. Establishment of privacy principles governing the collection, use, 

disclosure and security of storage of personal information by agencies and 
organisations within the ambit of the Act 

§ 2. Legally binding guidelines issued by the Privacy Commissioner wrt 
collection, storage, use and security of tax file numbers: ss 17 and 18 

§ 3. Provisions governing handling of credit information about individuals 
by credit reporting agencies and credit providers: Part IIIA 

o New APPs 
§ Are single set of principles that apply to both agencies and organisations, 

which are together defined as APP entities 
§ While the APPs apply to all APP entities, in some cases, they impose 

specific obligations that apply only to organisations or only to agencies 
o APP 1 – open an transparent management of personal information 

§ 1.1 – the object of this principle is to ensure that APP entities manage 
personal information in an open and transparent way 

§ 1.2 – an APP entity must take such steps as are reasonable in the 
circumstances to implement practices, procedures and systems relating to 
the entity’s functions or activities that: 

• will ensure that the entity complies with the APP and a registered 
APP code that binds the entity  
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• will enable the entity to deal with inquiries or complaints from 
individuals about the entity’s compliance with the APP or such a 
code 

§ 1.3 – an APP must have a clearly expressed and up to date policy (the APP 
privacy policy) about the management of personal information  

o APP 2 – anonymity and pseudonymity  
§ Individuals must have the option of not identifying themselves, or of using 

a pseudonym, when dealing with an APP entity in relation to a particular 
matter 

o APP 3 – collection of solicited personal information 
§ If entity is an agency, entity must not collect personal information unless 

the information is reasonably necessary for, or directly related to, one or 
more of the entity’s functions or activities  

o APP 4 – dealing with unsolicited personal information 
o APP 5 – notification of the collection of personal information 
o APP 6 – use or disclosure 
o APP 7 – direct marketing 

§ If an organization holds personal information about an individual, the 
organization must not use or disclose the information for the purpose of 
direct marketing 

§ exceptions 
o APP 8 – cross border disclosure of personal information 
o APP 9 – adoption, use or disclosure of government related identifiers 
o APP 10 – quality of personal information 

§ An APP entity must take such steps as are reasonable in the circumstances 
to ensure that the personal information that the entity collects is accurate, 
up to date and complete 

§ An APP entity must take such steps as are reasonable in the circumstances 
to ensure that the personal information that the entity uses or discloses is, 
having regard to the purpose of the use or discourse, accurate, up to date, 
complete and relevant 

o APP 11 – security of personal information 
o APP 12 – access to personal information 
o APP 13 – correction of personal information 

Recent Developments in Digital Privacy 

• Mandatory Data Breach Notification Scheme 
o In February 2017, the federal government passed the Privacy Amendment 

(Notifiable Data Breaches) Act 2017 to introduce a new mandatory data breach 
notification regime 

• Metadata retention scheme 
o Telecoms (Interception and Access) Amendment (Data Retention) Act 2015 
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o October 2015 - Providers of relevant telecommunications services are required to 
retain telecommunications data associated with a communication specified in the 
Act for a period of two years.  

o Objective of the laws is to enable this data to be used to assist criminal and 
terrorism investigations 

o Who is regulated - Section 187C - Providers of relevant telecommunications 
services are required to retain telecommunications data associated with a 
communication specified in subsection 187AA for a period of two years. 

o The data set to be collected  
§ Metadata is information about a communication (the who, when, where 

and how)—not the content or substance of a communication (the what). 
§ For phone calls, metadata includes the phone numbers of the people 

talking to each other and how long they talked—not what they said. 
§ For internet activity, metadata is information such as an email address and 

when it was sent—not the subject line of an email or its content.  
§ The laws also do not relate to a person’s web-browsing history or any data 

that may amount to a person’s web-browsing history.  

 

Concerns for infringements to privacy 

• Arguably, Australia now has the most evasive DRLs amongst democratic industrialised 
nations. 

• Continuing concerns as to proportionality of laws as scheme creates obligation to store 
data for every Australian citizen. 

•  Act does not regulate content data but absence of a definition of “content data” 
undermines this protection. 

•  Additionally, no prescriptions as to the basis upon which non-law enforcement agencies 
can access data. 

• Whilst Act requires that collected data be encrypted, the Act does not elaborate on 
encryption standards to be employed 

•  

 

 

 

 

 

 


